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Abstract

It hasbeenrecognizedhatfor ElectronicCommercelransaction§ECTs)to work, the entitiesin-
volved follow speci ed protocols In this paper we argue that perhapseven moreimportantthanthe
protocolsarethe guaranteeghat entitiesinvolvedin an ECT give eachotherwhile they executetheir
actionsin conformancewith theseprotocols. The protocolsandguaranteesogethereadto the ful ll-
mentof highlevel system-wideropertieshatanECT is supposedo possessyothgenerale.g.,correct
exchangeof goodsfor money) andspeci ¢ (e.g.,highestbiddergetstheitem).

Herewe considertwo ElectronicCommercescenariosandshov how guaranteesndprotocolscan
beusedbothto prove desirablgropertiesor thosescenario@ndasaspeci cationof the propertieshat

partiesto anECT mustsatisfy

1 Intr oduction

It hasbeenwell recognizedhatfor ElectronicCommercelransaction$ECTs)to work, entitiesinvolvedin
an ECT mustfollow speci ed protocols In this paper we amgue that equallyimportant,if not moreim-
portant,thanthe protocolsare the guaranteesthat entitiesinvolved in an ECT give eachotherwhile they
executetheiractionsin conformancevith theseprotocols.Theprotocolsandguaranteetogethedeadto the
ful llment of highlevel system-widgpropertieshatan EC systemis supposedo possessWe areinterested
in the propertieghatthe systemasa whole exhibits, suchastheinvariantof exchanginggoodsfor money,
andin the propertieswvhich eachparty in the systemeitherexpectsor upholds,e.g.,a sellerexpectsto get
paidfor goodsshippedyegardlesof theimplementatiordetails.

To help in the precisedescriptionof the protocols,the guaranteesand the high-level properties,we

develop a simpleformal framework thatallow designergo specifyandreasoraboutelectroniccommerce
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transactiongndthe entitiesthat supportthe enactmenof the transactionsWe illustratethe capabilitiesof
our framework by applyingit to a detailedscenarianvolving electronicauctionson the web: speci caly,
we statethe protocolsthatthe bidders,the sellers,andthe arbitermustfollow andalsothe guaranteethat
they dependon eachotherfor. Thesespeci cationsarethenusedto demonstatéhe necessargorrectness
properties.We alsoshav the step-wisere nementcapabilitiesof our approachby studyingthe detailsof
creditcardauthorizationsn anelectronicretail scenario.Theseexamplesillustratethe generalityof scope
andtheanalysiscapablitiesof ourapproach.

In electroniccommercescenarioswherethe multiple partiesareautonomousndenterinto contracts
with eachothertypically in a pairwise manney the high-level system-widepropertiesof necessitymust
emepge asa consequencef the perparty andpairwise, propertiesachieved andmaintainedoy the various
parties.Becausef their mutualautonomyonecomponen{party*) muststateandunderstaneéxpectations
andpromisedqour guaranteesandtheir behaior (our protocols)in abstractermsgearedowardthe needs
of thecommerceaapplicationin questionratherthanin termsof the speci ¢ technologyusedto implement
it.

Theframavork we usein our work re ects theseconcernsiit is abstracenoughto afford descriptions
independenbf the technology yet detailedenoughto capturethe essentialpropertiesof the Electronic
Commercescenariosinderstudy

Our work sheddight on the building blocksof electroniccommercdransaction@ndthe essential®f
electroniccommerceasopposedo descriptionsveddedto speci ¢ technologiesin this sensethe contri-
butionsof this paperform a stepin the directionof answeringhe needto systematize¢he building blocks
of electroniccommercdransactionsothattheir propertiedoecomeanoretransparenandtheir construction

mademoremethodical.

1.1 Protocols,Guarantees,and High-level Properties

We postulatehat ECTswork not only becausef the protocolsthatthe entitiesinvolved in an ECT agree
to follow but, perhapsnoreimportantly becaus®f the guaranteeghey give eachotherwhile they execute

theiractionsin conformancavith theseprotocols.

Protocolsspecifycorrectsequencesf operationsandembodythe semanticof the applications For

“Throughoutthe paperwe indistinctly refer to an ElectronicCommercescenarioor systemandto the entitiesinvolved asits

parties or componentghisre ects the dualusageof commerceandinformationsystems.



example,aprotocolspeci cationstategherequirementhatamerchanshouldarrangeo shipanitem
to a customeronly if a customerhasorderedthatitem. Thusprotocolsprecludeincorrectbehaiors

onthepartof thesystem.

Guaranteesxpresshe commitmentanentity makesto anotherthatthe formerwill ful Il aspeci ed
requestfrom the latter in the future, in spite of failuresor disruptions. For example,a credit card
authorizatiorgiven by a bankto a merchantjs (tantamounto) a guarantegiven by the bankto the
merchantthemerchantanlaterusethe guaranted¢o obtainthe mone thatwasauthorizedvhenthe
guaranteavasgiven. Thusguaranteesnsureo their requestorshatthey cancounton the guarantor
to performsomeactionattheir request Guaranteeareabstractionshatmalke explicit andformalize
anaspecbf a system- the expectationof futurebehaior —thatis usuallydescribednformally or, at

worst,silently assumed.

High level propertiesof a systemareachiezed by following the protocolsanddelivering on the guar
antees.A typical exampleof a high-level propertymaintainedn an EC scenarias thatthe correct

amountof moneg is exchangedor the correctamountandtype of goods.

Protocolsare enoughto ensurethat the executionsare not erroneousbput not enoughto ensurethat given
the correctconditions,executionswill succeed.The latter is the role of guarantees.in part, the role of
guaranteess to yield aggrgatehigh-level propertiesfor systemscomposedf autonomougntities,over
which no centralauthoritycanenforcea discipline,but insteadthe resultsmustbe basedon party-to-party
expectationgthe guarantees).

This paperconsidersgwo examplesof electroniccommerceransactionsn light of the commitments
(guaranteeshetweerthe differentpartiesin an EC transactiorandthe stepsthatthey executeaccordingto
rules(protocols)andhow thoseguaranteeandprotocolscanbe usedbothto prove desirablepropertiesn
speci ¢c EC scenarioge.g.,the exchangeof goodsfor money), andasa speci cationof the propertieghat

partiesto an EC transactiormustsatisfy

1.2 Overview of two Electronic Commerce Scenarios

We considerntwo scenariogelatedto eachother The rst oneis awebauctionEC scenariojn whichitems
aresoldto the highestbidderin a corventional(English)auction[KF98a, KF98b, LR99]. The secondone

is a versionof aweb merchantwhereinretail customersrdergoodsover the Internetfor which they pay



with creditcards.In this overviev we presenthemasdistinct, but we later specializethe retailerscenario

to accountfor the detailsof theauctionconcerninghe actualtransactiorbetweera selleranda buyer

1. The auctionexampleconsistsof a Sellef mary Buyers,andan Arbiter. In orderto bid, a Buyer
mustoffer a guaranteeif it wins the auction,it will buy the item beingauctioned.The Buyer offers
this guaranteeo the Arbiter, who guarantee$o the Buyerthatit will notbid over thelimit speci ed
by the Buyer In orderto offer anitem for Auction, the Sellerguaranteeghatit will sell the item
for the bid identi ed aswinner by the Arbiter. The Arbiter issuesguarantees$o the Sellerandthe
Buyerswhich embodya fair auction: which bids will be acceptedhow the winning bid will be
chosenegtc. We describeheauctionin termsof thosepartiesto it, andwe usethe Arbiter for theweb
auctioncomponentbecauseypically thatcomponenplaysseveralroles,only oneof whichis thatof
auctioneerA Buyeris usuallyrepresentedtthe Arbiter's systemsy a Proxy (who bidson behalfof
the buyer, accordingto predeterminedulesandlimits); Proxiesin turninteractwith an Auctioneer

andthe Auctioneerwith a Seller For our purposesve considera Buyerandits proxy asone.

2. Theretail exampleconsistsof a Merchant,a Customera Bank, anda Shipper:the Customerbuys
goodsfrom the Merchantand offers a credit cardto pay for them; the Merchantcon rms the sale
to the Custometron obtaininga suitableauthorizationon the Customers credit cardfrom the Bank,
andhandsover the goodsto the Shipper who deliversthemto the CustomerA salemaynotsucceed
becausanitemrequesteds outof stock,or becaus¢heMerchants unableto secureanauthaorization,

or because¢he Customembacksout beforecon rming the purchasevith a creditcard.

Fromthepointof view of the Customerits interactionwith theMerchantendsassoonastheMerchant
con rms that the order hasbeenaccepted- by that con rmation, the Merchantguaranteeso the
Customerthat the Customerwill receve the goodsit ordered. In turn, the Merchantissuesthat
guaranteafter receving a guarantedrom the Bank (a credit card authorization}that the Merchant

will beableto chagefor theshippedgoods.

The study of thesetwo scenariosshedslight on the essentialoof ElectronicCommerce ratherthan
providing descriptionsveddedo speci ¢ technologiesWe discusdifferencesandsimilaritiesbetweerthe
examplesandwealso nd stronganalogiedbetweerEC andthemalkeupof traditionalDatabas@ransaction

Systems.



To achiere this, we formally studythesesystemdy preciselystatingthe protocolsandguaranteethat
areinvolved. We alsoanalyzehow thecomponentsubsystemsupporior enforceindividual guaranteeand
protocolspeci cations.For example,abankmayissuea chage authorizatiorby committinga transaction

into its databassystem ensuringhatthe authorizatiorandits effectswill persistin spiteof failures.

1.3 Electronic Commerce Transactionsand AdvancedTransaction Models

Thepartiesin ElectronicCommerceengagen actiities thatcanbedescribedy work o ws [CCPP98]Jor as
long-runningtransactionsln somesensethespeci cationsof thesework o wsor long-runningtransactions
are our protocols. Much work hasbeendonein the areaof Advancedor ExtendedTransactionModels
(ETMs) (for example,seelCR94,DHL90, BOGM91,GHM96, WH93]), in which someof theassumptions
of traditional databasdransactionsre relaxed to accommodatéhe needsof othertypesof applications,
while preservingsomeof thedesirablgcorrectnesand)semantic®f DB transactions.

We believe thatalthoughETMs areusefultoolsto characteriz&ECTs,they arenot sufcient. We base

our argumenton the obserationthatwhile ETMs specifyprotocols they do notdealwith guarantees.

1.4 Organization of this paper

The structureof the restof the paperis asfollows. We formally de ne guaranteesind protocolsandin-
troducenotationin Section2. Thenwe studythe electronicauctionsscenarian depth,characterizinghe
propertieof eachcomponenandof the systemasawholein Section3. Section4 follows with a studyof
the electronicretail scenariojncluding a discussiorof its relationshipwith the auctionscenario.In both
exampleswe statesomepropertiesandshav how guaranteeand protocolscontritute to proving their va-
lidity. Finally, in Section5 we placethiswork in the broadercontet of ElectronicCommerceandExtended
TransactiorModels,we shav analogieetweerthe EC scenario@nda databaséransactionasystemand

indicatedirectionsof futurework.

2 De nitions and Notation

Thissectiondescribesheingredientof theframavork we useto statetheguaranteegrotocols andsystem

properties.



High-level systenpropertiesspecifytheexpectation®f asystemasawhole. For example,anElectronic
Commercesystemshouldrequirethatmone alwaysbeexchangedor goods.

Component-wis@ropertiesguaranteesandprotocols areusefulto decompos¢hoseexpectationsnto
requirementsncomponentgparties)of thesystemandsymmetricallyto shawv thatgiventhosecomponent-

wise propertiesdesirablenigh-level systempropertieshold for thewhole.

2.1 Predicateson Eventsin a History

We representhe behaior of a systemby consideringoperationsandotherimportanteventswhich change
the stateof the systemandtheworld; theseaventsform the systems history. Thehistory of thesystems
apartialorderonall theevents.

We write predicatesover the eventsin the history using standardnotation. Symbolswith the usual
meaningsare: (identity), (logicalimplication), (elementbelonggo set), (quanti ersfor all and
thereexists), (suchthat), (logicaland andor), etc. Thesinglearrov symbol denotegprecedence:
E E meansshouldbotheventsoccurin the history evente precedegventke in the(implied) history

. We denotethe eventswith their namewritten in small capitals,possiblywith a subscriptto identify
differentinstancesf the sametype. For example: CLOSE-AUCTION, BID , BID areall events. When
necessarywe identify an attribute of aneventby appendingts namewith a dot; for exampleBID
denoteghebuyerassociateavith the  bid.

We describethe behaior of the systemvia logical predicateswhich specifywhenandhow oneevent
is in uenced by the occurrenceof othereventsin the history Eventsmay be furtherboundto application-
speci ¢ values:for example,an event signifying a purchasemay have attachedo it valuesthat namethe
item purchase@ndspecifytheitem'’s price. Thesestatementareformalizedaslogical predicateon events
in historyandtheirvalues.

We usethecombinatiorof statementaboutwhere(or in which order)eventsappeain ahistory andthe

binding of the valuesfor eachinstanceto capturethebehaior of a systemandtherulesonthatbehaior.

2.2 Protocols,Guarantees,High-level Properties

We gave aninformal descriptionof protocols,guaranteesand higherlevel propertiesn Sectionl.1; here

we characterizéhoseconceptsn depth,andin we shav themin usein Sections3 and4.



Protocols. Thepurposeof a protocolis to dictatecorrectbehaior, by placingconditionson the presence
of someeventin the systems history or onthe precedenceelationshipdbetweerevents. Thusa protocolis
typically speci ed usinglogical expressionsgnvolving precedenceonstraintsFor example:

bid-up BID BID BID BID

This saysthata new bid is alwayshigherthanall the precedingpids.

Guarantees. Thepurposeof aguaranteds to expresshat,givencertainconditions somedesirablesffect
(operation)will eventuallyhappenin spite of intervening failures. This assurancés a promisegiven by
oneautonomousystemcomponento another and,countingon it, the bene ciary canin turn offer other
promisesultimatelyyielding propertiesor the systemasawhole.

A guaranteas a predicateof atemporalnature:it statesthat,if a certainoperationis donenow, from
somepoint in the future on, it will be possibleto successfullyinvoke and executea speci ed operation.
We stateguaranteesn the context of understandindhow the componentof a systeminteractwith each
other andespeciallyto describehe expectation®of eachcomponentin this senseaguaranteés apromise
onecomponenmakesto another Thusa componen{therequestoy typically executesanoperatiorwwhose
succesgesultsin the grantingof a guarantedoy anothercomponent(the guarantor). The lifetime of a
guarantegoesthroughtheeventsof beinggrantediriggered bound,anddischaged,in thatorder although
someeventsmay happersimultaneously

First, the guaranteas granted This by itself doesnotimply thattherequestomill exercisethe guar
anteeithatis, the guarantomayor maynot have to deliver on its promiseto dischage the guaranteeBut,
oncethe guarantees triggered, the guarantomwill have to deliver on its promise;however, somedetails
aboutthe “variables”associateavith the guaranteanay be still unde ned. Third, the guaranteés bound
at which point all the variablesassociatedavith it have valuesassignedo them. Finally, the guaranteas
discharged thatis, its promisewill beful lled. (Figurel summarizeshe featuresof guarantees.)lo be
concreteconsiderthis guarantedrom the auctionexamplein Section3:

will-ship-item REG-SELLER FIRST-BID CLOSE-AUCTION SHIP-ITEM
ThissaysthatSeller guaranteeto Arbiter thatit will shipitemto theBuyerassociateaith thewinning
bid; the guaranteds grantedat REG-SELLER, triggeredby FIRST-BID, boundat CLOSE-AUCTION, whenA
identi es thewinning bid andthe correspondindBuyer, anddischagedat sHiP-ITEM. Thetemplatefor a

guaranteds then: guarantee-name GRANT TRIGGER BIND DISCHARGE



In termsof eventsandhistoriesthe meaningof the guaranteeanbe expresseasfollows:
GRANT TRIGGER DISCHARGE TRIGGER  DISCHARGE
In temporallogic terms,this canbewritten (where is thetemporaloperatoreventually:
GRANT TRIGGER DISCHARGE
In the abore temporalstatementywe have ablusednotationfor the sale of brevity: the“predicate”referred
to by eacheventnamek shouldin factbe“E "

Both formulationssay that if the guaranteehasbeengranted,onceit is triggeredit will eventually
be dischaged. For simplicity we do not specify the event BIND, which doesnot signi cantly addto the
semanticof whethera guaranteds dischaged (BIND speci es when certainvaluesassociatedvith the
guaranteavill be bound,andalwaysoccursbetweenrRIGGER andDISCHARGE).

Althoughwe do notaddressll aspect®f guarantees this paperwe brie y mentionthemhere.

Guaranteemayincludeanexpiration(for example creditcardauthorizationgxpire afterawhile) or

otherclausedor withdraval by the guarantar

Guaranteesnay allow the requestotto releasethe guarantorfrom a guaranteavhenit is no longer

needed.

A guaranteemay involve more thantwo parties: a systemcomponent(requestor)may ask for a
guaranteavhichwill beusedby another(bene ciary). Also, acomponentnay offer aguarantee¢hat
is actuallysupportedy anotherthonoer); this generallyis away of hiding or abstractingyuarantees
betweerthe guarantorandthe honorer For instancejn the auctionexample,the Arbiter offersthe
Selleraguarante¢hatsomeBuyerwill buy if thereis a bid, but thisis supportedy guaranteefrom

Buyersto the Arbiter.

Typically, the guarantorgives somesort of receiptor key to the requestar For example,whena
merchantobtainsa credit card authorizationfrom a bank, the merchantis given an auth-id When
the merchantaterwantsto submita chage on thatcreditcard,it presentghe auth-idto the bankin
orderto validatethe chage. Althoughit is thebanks commitmenthatit will remembewhatauth-id
standdor in spiteof failures it is the responsibilityof the merchanto safegguardits copy of auth-id

alsoin spiteof failures.

Eventhoughfor the purpose®f our discussiorherewe assumehatguaranteeareeitherdischaged

atmostonce,or their dischage is idempotentthis neednot bethe casein general.
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Quite often, thereis aninterdependencamongsiguaranteesWe have obsered examplesin which
a componenimay rely on anotherguaranteen orderto dischage its guaranteeAlso, obtainingone

guaranteenay precluderequestinganother

parameter description example
componentthat requeststhe guaranteeor | merchantequestsan authorizatiorfor a credit
bene tsfrom it, usuallythe same cardfor someamount
componenthatofferstheguarante@rhonors| bankguaranteeg will paycreditcardchageit
it, usuallythesame hadpreviously authorized
afterthe grantevent, the guarantedasbeen
sellerregistersfor an auctionand promisesar
GRANT obtainedby the requestorwho may or may
biter to pay commissionif thereis asale
notuse(trigger)it
after the trigger event, the guaranteewill be | merchanfpresentchaige requestwith autho-
TRIGGER
used rizationID
event after which values of guaranteeare
BIND auctionendsde ning nal salepricefor item
bound;happenst or aftertriggering
at this event the guarantees usedand its
DISCHARGE ) sellershipstheitemto the buyer
promiseful lled

Figurel: Characteristicef a Guarantee

High-level properties. This catch-all*high-level” designatioris for propertieghatcharacterize system
in the mostabstractmanner They arealsohigh-level in thatthey canbe constructedrom guaranteeand

protocols.We distinguishbetweertwo groupsof high-level properties:

1. propertienf abroaderclassof systemge.g. electroniccommercean general).

An exampleof anelectroniccommerceproperty(we termit EC invariant)is thatgoodsbe exchanged

for moneg. Figure2 lists somecommoninvariants,describedy Tygar[Tyg9q asforms of “atomic-

ity.
2. Propertiespeci c to the systemunderconsideratior{e.g.thewebauctionscenario).

An exampleof a system-speci qoropertyis the expectationthatthe highestbidderin anauctionwill

gettheitem beingauctioned.



property description example
Money ] L . .
Money is neverdestrged A cashtransactionwith physicalpreserationof cash
Atomic
Goods Goods are exchangedfor Money, _
) A cash-on-deliery purchase
Atomic andMoney Atomic
Certied Both partiesverify whatgoodswere ] _ ]
) _ Delivery with exchangeof cryptocerti cates
Delivery exchangedandGoodsAtomic

Figure2: ElectronicCommercdnvariants

3 Auctionsonthe Web

In this sectionwe study an example basedon Web Auction sitessuch as eBaycom and Amazon.com,
which, offer supportfor individuals to buy and sell through software-controlledauctions. Our focusis
on characterizinghis EC scenarioin termsof the expectationsof all the participants,distinguishingits
essential$rom particularsof the supportingtechnology

Considera simpleauctionscenariocomprisecbf a Seller mary Buyers,andan Arbiter; for simplicity,
we assumehat itemsare auctionedone at a time, andwe do not considera separateshippercomponent.
Brie y, anauctionproceedsasfollows: A Sellerplacesanitem for auctionwith the Arbiter; this involves
specifyinga few auctionparametergbaseamountat which bidding begins, and optionally resere price,
take-it price, whethertheres a rst-bidder discount,auctionduration,etc.). Prospectie bidders(the Buy-
ers)registerthemseleswith the Arbiter; this involves promisingto buy ary item whoseauctiona Buyer
wins. The Arbiter opensthe auctionasspeci ed, andproceeddo acceptbids perthetermsof the auction;
eventually the Arbiter closesthe auctionanddeclaresawinning bid (the priceto be paidfor theitem), and
a winner (the buyer who placedthe winning bid). Thenthe Sellerandwinning Buyer communicateand
exchangepaymentor theitem.

In therestof this sectionwe examinein detailthis Web Auction scenarioWe describét in termsof the
guaranteethedifferentpartiesrequesbr grant,andtheprotocolshey follow. We alsoidentify thehigh-level
propertieghatholdin this scenariopothspeci ¢ to the Web Auction andgenerato ElectronicCommerce.
By shawing how the former supportghe latter we decomposé¢he systemin termsof the propertieghatit
mustmaintainin orderto function correctly In particular we identify phaseof the electroniccommerce
transactiorthatis a WebAuction andhow theguaranteesnsurdhat, pasta pointof noreturn,atransaction

is assureaf successfutompletion.
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3.1 Protocolsfollowedin a Web Auction

Thefollowing speci esthe protocolsfollowed by the differentpartiesto anauction.

before-open REG-SELLER  OPEN-AUCTION

Theremustexist a Sellerregisteredfor thereto beanauction.

after-close Thefollowing stateghe eventsthatcanonly happerafterthe auctioncloses:

CLOSE-AUCTION PAY-BID
CLOSE-AUCTION PAY-COMM
CLOSE-AUCTION SHIP-ITEM

CLOSE-AUCTION GET-ITEM

In our scenariowe requireno orderingamongseventsPAY-BID, PAY-COMM, SHIP-ITEM, andGET-ITEM. But
if the Sellerandthe Buyersettleamongthemseles,asin Amazon.compAy-BID  SHIP-ITEM musthold too,
plusotherrequirementsseeSectiord. Also, herewe assumeerfect,instantshippingin ourmodel(seeSection
3.3). If we consideredhe shipperwe would haveto introduce:SHIP-ITEM  GET-ITEM.

bid-time OPEN-AUCTION  BID CLOSE-AUCTION

All bidshapperbetweeropenandcloseof theauction.

bid-base BID

All bidsareabove a predeterminedninimum,the

bid-up BID BID BID BID

A new bid is alwayshigherthanall the precedingpids.

bid-max BID BID

A Buyeralwayshidsat mostup to its own self-imposednaximum.

3.2 Guaranteesfor a Web Auction

Herewe considerthe guaranteemadeby the partiesto eachother Eachguaranteeepresents promiseon
the part of its guarantotthatit will performin a certainway, maintainingsomepropertyof interestto the
grantee.For example,a Buyer promiseso buy anitemif it is the winning bidderin thatitem's auction;a
Sellerpromisedo pay a commissiono the Arbiter if theitemis bid on. We summarizeéhe guarantee

Figure3, andwe elaborateon the detailsof eachin thetimeline of the next subsection.
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guarante@mame guaranteénformal description

will-open-auction | Arbiter will opentheauctionasperagreementvith Seller

will-close-auction | Arbiter promisegto all) to closethe auctionasperagreementvith Seller

will-id-winner Arbiter will identify for Sellerthewinning bid at the closeof theauction.
will-ship-item Sellerwill shipitemto Buyerindicatedby Arbiter

will-pay-comm If Arbiteridenti es aBuyerwith awinning bid, Sellerwill payacommissiorto Arbiter.
will-get-item Arbiter promiseghatif BuyerwinsthebiddingthenBuyerwill gettheitem.
will-pay-bid If Buyerwinsthebidding,Buyerwill paywinning bid priceto Seller

Figure3: WebAuction Guarantees

3.3 Timeline of a Web Auction

Herewe outline how a Web Auction proceedsn termsof its signi cant events,highlighting the granting,
triggering,bindinganddischaging of guaranteesandthe protocolsfollowed, by all the partiesin the auc-
tion. TheWebauctionwe consideiis the simplestonlineversionof anEnglishAuction, in which buyersbid

in front of oneanotherduring a certainperiod,andthe auctioneerecordseachbid, assigningthe (single)
item auctionedto the winning buyer The winning buyer is the onewho madethe highestbid beforethe
closingof the auction,andthe priceto be paidis the valueof thatbid; the sellerpaysa commissiorto the
auctioneerOnlineauctiongypically lastdaysandcloseattheannouncedlosingtime, with someextension
if thereis active bidding. Typically, the auctioncontinuespastits announceandif therewasary bidding
in the lastten minutes.Also, the auctionwebsitetypically con atessereralactorsof the auction,in thatit

representthe auctioneerwho takesbidsandde nesthewinner, andthe buyers,eachof whomhasa proxy
bidding on their behalfat the auctionwebsite, accordingto predeterminedimits. Thusto avoid confusion
in thesequele referto an Arbiter asthe neutralentity which regulatesthe progresof theauction.Seethe

graphicalrepresentationf thetimeline of theauctior? in Figure4.

1. REG-SELLER Sellerregistersitem with Arbiter for sale,specifyingbasebid, and optionally resere price,
take-it price, auctionperiod, etc. Succes®f the Registrationgenerateguaranteefrom Arbiter  to Seller

andfrom to

will-open-auction REG-SELLER REG-SELLER REG-SELLER OPEN-AUCTION

5To reduceclutterwe omit guaranteewill-open-auction andwill-close-auction from Figure4.
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will-ship-item (SA)
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Figure4: Timeline of aWebAuction
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Arbiter will opentheauctionasperagreementvith Seller

will-close-auction REG-SELLER OPEN-AUCTION OPEN-AUCTION CLOSE-AUCTION

Arbiter promiseqto all) to closethe auctionasperagreementvith Seller The durationof the auctionis
partof this guaranteehut we do not make time explicit in its description.

will-id-winner REG-SELLER FIRST-BID CLOSE-AUCTION -

Arbiter will identify the winning bid of the auction,i.e., the Buyerwho madethe winning bid andthe
bid's amount . Theguaranteés triggeredby the FIRST-BID eventandis
bothboundanddischagedatthe eventCLOSE-AUCTION.

We assumédor simplicity thatthe auctionwill have atleastonebid; is unde nedif thereareno
biddersin theauction.

will-ship-item REG-SELLER FIRST-BID CLOSE-AUCTION SHIP-ITEM

Sellerwill shipitemto thewinningbid Buyer;theguaranteés triggeredby FIRST-BID but only boundat
CLOSE-AUCTION, whenArbiter identi es thewinning bid andthe correspondindduyer. It is dischaged

by theeventSHIP-ITEM.

will-pay-comm REG-SELLER FIRST-BID CLOSE-AUCTION PAY-COMM

Sellerwill pay commissionon the saleto the Arbiter; the guaranteés triggeredby FIRST-BID but only
boundatcLosE-AUCTION, whenArbiter identi es thewinning bid andthecorrespondinggem saleprice,

from which thecommissioris calculatedlt is dischagedat eventPAY-COMM.

Remark:Buyersmustalsoregisterto participaten theauction.For simplicity, we assumdasis oftenthecase)

thata Buyerregistersthe rst timethe Buyerbids. SeeeventBiD, below.

. OPEN-AUCTION Arbiter announced is readyto acceptids. The guaranteavill-close-auction is triggered.

Remark: For simplicity we omit representindgime explicitly; if we did, Arbiter would guarantedto Seller)
holdingtheauctionbetweerthetimesspeci edby Seller For the purpose®f thisexample, it is enoughto have

theopenandcloseeventsto boundthe occurrenceof the bid eventsin theauction.

. BID ...BID Oneormorebidsaremade.Eachbid causeshefollowing guarantee® begrantedBID

is thebuyerwhoissuedhebid):

will-pay-bid BID , ,BID, CLOSE-AUCTION BID

CLOSE-AUCTION , PAY-BID

promises thatit will pay (Seller)if it wins the auction;the binding at CLOSE-AUCTION statesthe

amountto be paid. Theguaranteds dischagedat eventPAY-BID.
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will-get-item , BID , BID, CLOSE-AUCTION BID , GET-ITEM

Arbiter promiseghatif BID winsthebiddingthenit will gettheitem. Theguaranteés notjust
grantedandtriggeredby theeventBID. If BID wins, the guarantees boundat CLOSE-AUCTION
and dischagedat sHIP-ITEM, which by corventionwe assumes the sameas GET-ITEM, in orderto

abstraceway thebehavior of the shipper

FIRST-BID: If thisisthe rst bid of theauction theeventtriggersguaranteewill-ship-item andwill-pay-comm.

Notation: We alusenotationandwrite FIRST-BID to identify the rst BID event.

Remark:The rst bid is a point of no returnfor the SellerandArbiter: from hereontherewill beasale,anda
commissiorwill bepaid,evenif thebuyerandthe pricearenot establisheget. We assumehatthereis atleast

onebid in eachauctionto keepthe examplesimple.

. CLOSE-AUCTION Arbiter closesthe auctionasagreedwith the Seller This eventbindsanddischagesguar

anteewill-id-winner, asfollows. Arbiter identi es the winning bid wiNNER-BID (i.e., thewinning Buyerand

theprice),andnoti es thewinning BuyerandSeller Arbiter binds to thehighestbid, i.e.,
Let BID ,and BID ,

where is suchthat BID BID . We write WINNER-BID to denotesID .

Now it is certainthat will getitem, Sellerwill getpaid

CLOSE-AUCTION alsobindswill-pay-comm, i.e., Sellerwill paycommissiorfor the saleto Arbiter.

. Thefollowing eventsall happerafter cLOSE-AUCTION, but neednot be orderedwith respecto eachother

PAY-BID transfergnoney in amount to Seller;this dischageswill-pay-bid.

SHIP-ITEM Sellershipsitemto , thisdischagesguaranteavill-ship-winner. To keepthe
shipperout of the modelandthe scenariosimple, we assumeperfect,instantshipping,by makingthe

eventsfor shippingandreceving theitemthesame.

GET-ITEM  SHIP-ITEM recevesitem shippedby Seller this dischagesguaranteavill-
get-item.

PAY-COMM Sellerpayscommissiorto Arbiter, which dischagesguaranteavill-pay-comm.

It is interestingo notethatall three(four, but for simplicity we considershipandgetto beidentical)eventsare
independenthassuredo happerby earlierguaranteesin the caseof Amazon,PAY-ITEM mustprecedesHiP-
ITEM becausehe sellerandbuyermustagreeon the shippingmethodandthereforecost,which is addedo the
purchaseprice. In generalwe canremove this precedenceequirementf the shippingcostis parameterized:
for example,the buyer knows aheadof time all the shippingoptionsandcostsfor theitem in question,or the

shippingmay simply befree. In this simpleexamplewe ignorethe shippingcosts.
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3.4 WebAuction High-level Properties

As mentionedearlier therearetwo kinds of high-level properties:the onesthatcharacterizeorrectElec-
tronic Commercesystemsin general- for example,goodsatomicity andthe onesthat characterizehe
correctbehaior of the speci ¢ ElectronicCommercescenario- for example,the highestbiddergetsthe
item beingauctioned.In this subsectiorwe considerthe high-level propertiesspeci c to the Web Auction
example. In the next subsectionwe considerthe global ElectronicCommercdnvariantsthat hold in this
example.

We motivatethesehigh-level propertiesdy describingvhateachpartyexpectsof afairly conductedVeb
Auction. After characterizinghe web auctionpropertieswe shawv thatthey hold asa consequencef the
guaranteeandprotocolsdescribedbefore. Oneclassof propertiesmatterto all partiesin the auction: for
example thattheauctionwill end,andthatthereis awell de ned winnerandpricefor theitem. Thesecond
classof propertiesareimportantto speci ¢ parties:for example,the Arbiter caresthatif theauctionis held

andthereis abidder the Arbiter will collectthecommission.

Buyer High-level Properties. Informally, abuyerbiddingfor anitem expectsto either(i) win theauction
andbuy theitem ata pricelessthanor equalthanits self-imposednaximumbid; or (ii) losetheauctionand
buy nothinganddishurseno mongy. Also, buyersexpectfairnessin the auction,i.e., thatthe winner and

losersresultperthe usualauctionrules. Herearethe high-level propertiedor buyers:

1. If thereis atleastonevalid bid, thereexistsa buyerwho will win theauction
2. Thebuyerwinnerof theauctionwill gettheitem atthewinning bid price.
3. A buyerwill notpaymorethanits self-imposednaximumbid.

4. Thebuyerwinnerof theauctionis the highestbidderat the endof theauction.

In theinterestof spacewe just outlinethe proofsfor the propertieshere.

Proofoutlineof Property(1): Thesetof bidsis nonemptyand nite; thebidsareall distinct;thereis thus
a uniquebuyerwhosebid is the maximumin the setof bids; that buyeris the winner of the auction. This
argumentholdsfor the incrementalersionof the set— which buyer is the winner changeswith eachnew
bid, but thereis alwaysa winner Thatthe setis nonemptycomesfrom the hypothesis at leastonevalid

bid. Thatall bidsaredistinct(in fact,increasingn magnitude)xomesfrom the protocolbid-up; thus,there
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is exactly onewinner This coversthe existenceof a “temporarywinners;”to seethatthe thereis a winner
of theauction,we mustrequirethatthe auctionend,which x esthesetof bidsjustdescribedor good. The
auctionendsbecauseachbuyerhasa maximumbid; let  bethemaximumof the setof maximumbids—
thentheauctioncannotgo beyondabid of , asthatwould contradictthe protocolbid-max thatall buyers
follow. In facttheauctionmaynotreachthatvaluebecausdé hasatime limit speci ed by the Sellet which
the Arbiter guaranteeso upholdvia its will-close-auction guaranteebut we argue by boundingthe bids
becausén somecase§Amazon)the auctionis extendedaslong asthereis a bid in thetenminutesbefore
its announceeknd, in which caseauctionsmay lastbeyond the speci ed closingtime aslong asthereare
bidders.

Thuswe canformalize the guaranteesnd protocolsasruleson how the setof bids canbe modi ed
duringthe courseof theauction.

Proofoutlineof Property(2). It holdsbecauseheArbiter givestheguarantesvill-close-auction, which
saysthatthe price quotedis that of the well-de ned winning bid, andbecausdhe winner hasthe winning
bid by the Arbiter's guaranteavill-id-winner.

Property(3) follows trivially from protocolbid-max. Theinterestingpointhereis thatin aWebauction,
thebiddingis conductedy a proxy for eachbuyer; hencethe enforcemenbf theprotocolbid-max canbe
castasa guarantee¢he Arbiter offerseachbuyerwhenthey register andthenthegeneratiorof bidsis left to
the Arbiter. Werethatthe case the grantingeventof e.g. will-pay-bid would changelo SOmeREG-BUY ER
eventinsteadof the currentsiD.

Property(4) follows from the bindinganddischaging of guaranteavill-id-winner.

Seller High-level Properties. Informally, a sellerauctioninganitem expectsthattheitemwill sell atthe

basebid valueor more,andthe buyerwill paythewinning bid price. Speci cally:

1. If thereis atleastonebid, theitemwill besold.
2. Thepricefor theitemwill bethehighestamountbid for it.

3. Theitemwill besoldfor atleastthe basebid amountspeci ed by the sellet

Proofoutlineof High-level Property(1). We have assumedh thisexamplethatthereis atleastonebid in
theauction,to simplify thetreatmentput the propertyis interestingnonethelessThattheitemwill besold

meanghata buyerwill payfor it, andthatthe samebuyerwill receveit. Guaranteavill-id-winner assures
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the Sellerthat sucha buyer (and price) is well de ned: . The binding of guaranteewill-
ship-item ensuresheitem goesto . Both guaranteewiill beeventuallytriggeredandbound
becausehe auctionends(seeparagraphabore) and guaranteewill-close-auction. A similar aguments
shawvs that will payits winning bid, thuscompletingthe sale.

Property(2) follows from the semanticof the binding of will-id-winner at event CLOSE-AUCTION.

Property(3) follows from the bid-base protocol.

Arbiter High-level Properties. Informally, an Arbiter conductingan auctionexpectsthatif thereis at
leastone bid on the item, the item will sell and the Arbiter will collect a commissionfrom the Seller

Proving thatthe Arbiter will collectcommissioris analogoudo Sellerproperty(1) above.

3.5 General Electronic Commerce Properties

Tygar[Tyg9q identi es system-widehigh-level propertieshataredesirablefor all ElectronicCommerce
situationswe call theminvariants.Thesearethreekindsof invariants,assummarizedn Figure2.

Herewe brie y indicatehow theseElectronicCommercepropertieselateto the high-level properties
speci ¢ to theauction.Both Money Atomicity andthestrongetGoods Atomicity hold, asfollows. We can
assumévioney Atomicity holdsbecausef theunderlyingmethodto exchangemoney —whichwe have left
unspeci edbut assumat is donewith a correctcredit-cardsystem.(In the next section,we elaboratehis
aspecbf ElectronicCommerceandjustify the assumptiorthatgoodsatomicityis supportedvith standard
credit-cardpractices).

ThatGoods Atomicity holdsfollows from the obserationthatatthe endof theauctionthereis exactly
oneBuyer who will transactwith the Seller; the other Buyerswill not ful | their will-
pay-bid guaranteefecausdhe trigger of that guaranteas boundto . Thisis from Buyer
Property(1) abore. This settlesthe identi cation of the buyer Thatthe moneg/ getsexchangedor goods
follows from SellerProperty(1). Thuswe have Goodsatomicityin this example.

Ourauctionexampledoesnotprovidefor Certi ed Delivery. Amazon.conoffersaredressnechanism
(for items“materially different” from whatwasad\ertised),which coupledwith shippingrecordsis a step
towardsCerti ed Delivery, albeitusingcompensatiomfterthefact.

In thenext sectionwe discussanotherElectronicCommercescenario.
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4 Credit Card Purchaseon the Web

Herewe will analyzea scenaricof anonline Merchantsellingto a Customemho payswith a creditcard;
a Bank functions as a trustedthird party for the transferof money, and a Shipperdoesthe transferof
goods. Thatscenarioproceedghus: Custometbronses,placesan orderfor goodswith a creditcard,and
Merchantchecksstockandobtainscreditcardauthorizatiorfrom Bank(if eitherfailsthesaleis cancelled).
With item in stock and a chage authorizationfrom the Bank (this is the guaranteghe Bank gives the
Merchant) Merchantcanguarante€€ustomethatthegoodsorderedwill reachthe Customerthe Customer
con rmation of purchasériggersbothguarantee@elivery, andpayment) Merchantusests own state(that
goodsarein stock),anda guarantedrom the Shipperto supportits guarantedo the Customerandcan
ship assuredf collectingbecausehe Bank guaranteeshat the future credit card chage will go through.
Merchantshipsgoodto Customervia Shippey andthen presentsts chage authorizationto the Bank to
collectthe money owed. Laterthe Shipperveri es the delivery; if the delivery wereto fail, compensation
mustbe used;for exampleShipperwould refundthe Merchantwho will refundthe Bankwho will refund
the CustomerTheatomicity of theexchangeof goodsfor money thatis obviousto verify in acornventional,
face-to-ficecashpurchasés obtainecherevia a multi-phaseprotocol: Customeisuppliescreditcard,Bank
promiseso pay MerchantShips,thencollects,thenCustomereceivesgoods. (In this section, stands
for theMerchant, for the Customer for the Bank,and for the Shipper) For simplicity, we assume
thata singleBanktakescareof the Customerandthe Merchants side;in the realworld, therewould be at
leasttwo banksinvolved, with mutualguaranteefor thetransferof chagesandpayments.

Notice thatthis scenaricsubsumes possibleimplementatiorfor the exchangeof money for goodsin
the caseof the auction. The Merchantis the Sellerin thatcase andthe Customerthe Buyerwho won the
auction.(In particular in the Web Auction scenaricasdescribedn Section3, in principle oneneednot get
authorization- Buyer gave a guaranteeo Arbiter — or to checkStock—it is in a guaranteg¢hat Sellergave
Arbiter to beableto puttheitemon auction.)

Generally the mechanisminvolves credit cardsand banks. In Amazon.comfor example,one of the
optionsfor participantsn theauctionis to settletheirtransactionsntheir own, andthatis typically doneby
creditcard. Thusthis exampleshavs the composabilityof our approachin thatit canbe useda component
of thewebauctionexampleto shawv a particularimplementatiorof oneof its portions.

Hereit is interestingto considerthe fate of guaranteei the faceof failures. For example,the credit

cardauthorizatiorissuedby the Bank,which guaranteethata laterchage will be acceptedandthemoney
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transferredinvolvesa“receipt’ (anauthorization-idjhatthe BankgivestheMerchant.Obviously, theBank

mustkeepits accountsn spiteof failures,andmustremembetheauthorizatiorandhonorthechagein spite

of interveningfailures.But it is theresponsibilityof the Merchantto save thatreceipt(i.e., to rememberin

spiteof failures,the guarantegjiven, soasto useit laterif necessary)This suggestshatguaranteeatthe

Bankandthe Merchantmaybeimplementedria the commitmentof someinternaldatabaséransactions.

4.1

4.2

Protocolsfollowedin Credit Card Purchase

auth-checked Thefollowing stateghe precedencerderingof eventsthatconnectedvith the authorization
beenrequestedNote thatthe outcomeof the requesimay beyesor no; which pathis takenis notthe concern

of the protocol,aslong asit is oneof thelegitimatepaths.

GET-AUTH ACCEPT-ORDER

GET-AUTH RESTOCK

stock Thefollowing stateshe precedencerderingof eventsrelatedto the resenationof stock,successfubr

not, andthereleaseof stockin caseof cancellatiorof theorder

ENTER-ORDER ESCROW-STOCK
ESCROW-STOCK RESTOCK
GET-AUTH REJECT-ORDER
RESTOCK REJECT-ORDER

ESCROW-STOCK  ACCEPT-ORDER
closing Thefollowing stateshe precedencerderingon eventsrelatedto closingof thetransaction.

ACCEPT-ORDER SHIP-ORDER
SHIP-ORDER CHARGE-ORDER

SHIP-ORDER DELIVER-ORDER

Guaranteesfor Credit Card Purchase

We list in Figure5 the guaranteeshat concernthe pairwiseexpectationsamongstall the parties. We de-

scribethemin detail asthey appearin the timeline subsectionpelonv. However, the completelifecycle

of guaranteesvill-auth-charge andwill-settle-charge, which correspondo the relationshipbetweenthe
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guarantee guaranteénformal description

will-accept-order Merchantwill acceporderfrom Customeiconditionalon auth.andstock)

will-ship-order Merchantwill shiporderto Customeionceorderaccepted

will-deliver-order ShippempromisesMerchantShipperwill deliverto Customeionceit is givenorder

will-charge-order | BankpromisesMerchantit will process chagethathadbeenauthorized

will-auth-charge BankpromisesCustomeiit will authorizechagerequestgpertheir contract

will-settle-charge | CustomeipromisesBankit will settlecreditcardchagespertheir contract

Figure5: CreditCardPurchas&uarantees

CustomemndtheBank,will notappeain thetimelinebelon. Becausehatrelationships ongoingandlasts
muchlongerthanaspeci c creditcardpurchaseit would bearti cal to presentll its relevanteventsonthe
purchasdimeline. We strike a balancebetweencompletenesandsimplicity by describingtheir role even

thoughwe do not shaw their granting.

4.3 Timeline of a Credit Card Purchase

Thefollowing is atimeline of eventsduringa CreditCardPurchasebut it canalsobe seenasanotheievel
of detail of the Web Auction example,becausea Selleranda Buyer might closetheir transactionn this
manner Noticethatin the Web Auction theguaranteebetweerSellerandArbiter ensurahe availability of
theitem, andthe guaranteebetweerBuyerandArbiter ensurehe paymentof the creditcardchages.
Thetimelinebelow is onepossibleoutcomeof following the protocolsabove, which aresomevhatless

restrictve (e.g.,GET-AUTH andESCROW-STOCK could happerconcurrently).

1. ENTER-ORDER Buyersuppliescontact shipping,andcreditcardinformation,andcon rms it wantsto buy the

item. Theguaranteegrantedatthis eventare:

will-accept-order ENTER-ORDER GET-AUTH ESCROW-AUTH _ SHIP-ORDER

will-ship-order ENTER-ORDER ACCEPT-ORDER _ SHIP-ORDER

2. ESCROW-STOCK Merchantveri es that thereis stockon handto ful Il the order If OK, this is part of the

triggeringof will-accept-order.

If stockis notavailable,Merchantnoti es Customeiandthetransactiorendswithouta saleor achage. In this

timelinewe assumehat GET-AUTH happen®nly aftersuccessfullybtainingstock.
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3. GET-AUTH MerchantcontactsBank with Customers credit card dataand total order amount(item price +
shippingcosts).If thecreditauthorizations denied,Merchantnoti es Customeyreleasesheitem backto the
availablestock,andthetransactiorendswithout a saleor a chage; thatis accomplishedby skippingto event

RESTOCK in thetimeline.

If thecreditauthorizatioris granted BankprovidesMerchantwith auth-id, which embodieBank's promiseto
transferfundsup to the authorizedamountto MerchantuponMerchants laterrequest.The guarantegyranted

is:
will-charge-order GET-AUTH SHIP-ORDER _ CHARGE-ORDER

Thesuccessf theauthorizatior(coupledwith thatof escraving stock,which happenedefore seeabore)also
triggerswill-accept-order. In the successfutase(stockandauthorizationOK), this is the point of no return:

theorderwill be lled andsent,andchaged,in spiteof interveningfailures.

4. RESTOCK Merchantreleaseshe stockit hadresened,becausdor somereason(e.g. no creditcardauthoriza-

tion) ordercannothe completed The stockinventoryis updated.
5. REJECT-ORDER Merchantnoti es Custometthatthe orderhasbeenrejected.

6. ACCEPT-ORDER Merchantnoti es Customerthat the order hasbeenacceptedMerchantprovides Customer
with the ORDER-1D whichembodiesheMerchants promiseto shiptheitem. Customercannow “go away,” i.e.,
disconnecfrom Merchant,andbe assuredhatthe item will arrive within sometime. This triggersguarantee

will-ship-order. The Merchantsecures guarantedérom the Shipper:
will-deliver-order ACCEPT-ORDER SHIP-ORDER SHIP-ORDER DELIVER-ORDER

7. SHIP-ORDER Merchantshipsitem to Customewia Shipper;this triggerswill-deliver-order. It alsodischages

guaranteewiill-accept-order andwill-ship-order.
8. DELIVER-ORDER Customereceiesorderfrom Shipper This dischageswill-deliver-order.

9. CHARGE-ORDER Merchantpresentsauth-idandchageamountto Bank; Bankveri es it andtransfersmoney

to Merchant.This dischagesguaranteavill-ship-order

4.4 High-level Property

In this examplewe wantto prove GoodsAtomicity, i.e., that goodsget exchangedor mong.. We only
outline the proof here: the Bank will get chaged exactly if items have beendeliveredbecausdi) will-

charge-order is triggeredby sHIP-ORDER; andsois will-deliver-order. Likewise,the Merchantwill get
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paidfor whatwasordered becausevill-charge-order is triggeredby sHIP-ORDER. Thetransferof money
betweenthe Customerand the Bank is ensuredby the guaranteewill-settle-charge, whosegrantingis
outsidethetimeline.

The usualreal world implementatiorof this scenaridby Web merchants strictly not “goodsatomic”
in thatthe goodsmight never be deliveredby the shippey sothereis an ad-hoca posterioricompensation
(refundvia insurance shipper et al.) Thusgoodsreceved implies money diskursed(via the Bank guar
anteeandMerchants own protocolof chaging at Shippingor later, and Shippers guarantee)andmoney
diskursedimplies goodsreceved in a relaxed manner:a Bank may accepta chage today for goodsthe
Customenwill receve later Somepackageshippersprovide real-timeon-line veri cation of delivery, so
Merchantsand Bankscould implementstrict goodsatomicity by synchronizinghe packagedelivery with

themoney transfer

5 Conclusions

The work reportedin this paperhasbeenmotivatedby a needto develop a framework that candealwith
EC componentaindtheir interactiongrecisely elucidating:(i) their behaioral properties(ii) their depen-
denciesiii) the promisesthey mustkeep,and(iv) the propertiesthesein turn mustsatisfy We wanted
to focuson the essential®f electroniccommercdransactionsasopposedo descriptiongied to speci ¢
technologies.

To illustratethe capabilitiesof our framewvork, we took a detailedexampleof an EC scenaridanvolving
electronicauctionson the web, speci ed the protocolsthat the bidders,the sellers,and the arbiter must
follow andalsothe guaranteeshatthey dependon eachotherfor. The speci cationsof theseguarantees
andprotocolswereusedto demonstartéhe correctnessf higherlevel auction-speci cpropertiesaswell as
ECin general.

We alsoelaboratediponthe monetaryand good exchangeaspectof the auctionscenaridTyg96g by
examiningthe detailsof the protocolsandguaranteegwolvedin creditcardauthorzationgn anelectronic
retail scenario.

Thesetwo examplestogetherindicatethat our framework is fairly generalin scope,leadsto intuitive
speci cationswithout referenceo underlyingimplementation/techagy, andlendsitself to analysis.Our

prior work on applying a preliminary form of this framewvork to mobile transactionsalso atteststo this

23



generalityPR99.

Finally, sucha formalizationreveals someof the interestingcharacteristicof electroniccommerce
interactionsin general. For example,ary commercialtransactiorseemso have two phases:*matching”
and“closing” Matchingis the processof identifying partnersfor the transactiongenerallya buyeranda
seller establishingyuaranteeto possibletransactiorpartnergpossiblythroughthird parties suchascredit-
cardcompanie®r auctionhouses}o make the closingpossible.Closingbeaginswith the closingof adeal,
followed by the actualexchangeof goodsfor mongy. Of interestto usis the factthatthereis a point-of-
no-return,the “closing point” (a commit point, in traditional transactionterms),at which the restof the
transactionis ensuredo nish.

From a transactionalviewpoint, an EC systemis characterizedy the conditionsnecessaryor each
party to reachthe closing point, what triggersthe closing point, and what guaranteesnd protocolsmust
be followed throughoutin orderto ensurethat the commercialtransactiorcommittedat the closing point
nishes successfully The conditions representedsprotocolsandguarantees;over both safetyproperties
—nowrongbehaior will happen-andlivenesgroperties- the systemwill malke progress.

Interestingly but perhapsot surprisingly the foundationdor databaséransactiondie in similar guar
anteesprotocols,andproperties.For example,a transactiorprocessingystemfollows the protocolthatit
will notwrite theresultof anoperationto disk unlessthelog recordfor thatoperationhasbeenwritten to
disk; the disk subsystenoffers the guaranteehatif alog recordfor an operationhasbeenwritten to disk,
thatrecordwill be availablelaterfor retrieval (to (re)dothe operation) andsuchprotocolsandguarantees
helpin achieving high level propertiessuchasfailure atomicity

Motivatedby theseparallelswith databaséransactionsthe factthata componenbasests grantingof
a guarantedo anotheruponsecuringa guarantedrom a third, andthe relationshipof re nementbetween
the auctionandthe credit card scenariowe will pursuethe formal aspectour work by investigatingthe
compositionapropertief guarantees.

In additionto investigatingthe useof our framavork to embellishspeci cationsof work o ws [KR98,
CCPP98 and extendedtransactiormodels[CR94, EIm91, BK91] with the guaranteesieededo satisfy
higherlevel requirementsye planto pursuethe above insightto not only preciselydescribetransaction
systemcomponentsndthe protocolsthatthey follow [MHL 92, SAS99 but alsobring outtheguarantees
they offer eachother thelatteroftennotexplicitly stated.Sincetheseguaranteeanderlietherecoverability
of transactionasystemsandrecoveryis oneof themostdif cult aspect®f transactiorprocessingystems,
we believe thereis a lot to be gainedby this ende&our.
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