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Abstract

It hasbeenrecognizedthat for ElectronicCommerceTransactions(ECTs)to work, theentitiesin-

volved follow speci�ed protocols. In this paper, we arguethat perhapseven moreimportantthanthe

protocolsarethe guaranteesthat entitiesinvolved in an ECT give eachotherwhile they executetheir

actionsin conformancewith theseprotocols.Theprotocolsandguaranteestogetherleadto the ful�ll-

mentof high level system-widepropertiesthatanECTis supposedto possess,bothgeneral(e.g.,correct

exchangeof goodsfor money) andspeci�c (e.g.,highestbiddergetstheitem).

Herewe considertwo ElectronicCommercescenariosandshow how guaranteesandprotocolscan

beusedbothto provedesirablepropertiesfor thosescenariosandasaspeci�cationof thepropertiesthat

partiesto anECTmustsatisfy.

1 Intr oduction

It hasbeenwell recognizedthatfor ElectronicCommerceTransactions(ECTs)to work, entitiesinvolvedin

an ECT must follow speci�ed protocols. In this paper, we arguethat equally important,if not more im-

portant,thanthe protocolsaretheguaranteesthat entitiesinvolved in an ECT give eachotherwhile they

executetheiractionsin conformancewith theseprotocols.Theprotocolsandguaranteestogetherleadto the

ful�llment of highlevel system-widepropertiesthatanECsystemis supposedto possess.Weareinterested

in thepropertiesthat thesystemasa wholeexhibits, suchastheinvariantof exchanginggoodsfor money,

andin thepropertieswhich eachparty in thesystemeitherexpectsor upholds,e.g.,a sellerexpectsto get

paidfor goodsshipped,regardlessof theimplementationdetails.

To help in the precisedescriptionof the protocols,the guarantees,and the high-level properties,we

developa simpleformal framework thatallow designersto specifyandreasonaboutelectroniccommerce
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transactionsandtheentitiesthatsupporttheenactmentof thetransactions.We illustratethecapabilitiesof

our framework by applyingit to a detailedscenarioinvolving electronicauctionson the web: speci�caly,

we statetheprotocolsthat thebidders,thesellers,andthearbitermustfollow andalsotheguaranteesthat

they dependon eachotherfor. Thesespeci�cationsarethenusedto demonstatethenecessarycorrectness

properties.We alsoshow thestep-wisere�nementcapabilitiesof our approachby studyingthe detailsof

creditcardauthorizationsin anelectronicretail scenario.Theseexamplesillustratethegeneralityof scope

andtheanalysiscapablitiesof ourapproach.

In electroniccommercescenarios,wherethemultiple partiesareautonomousandenterinto contracts

with eachother typically in a pairwisemanner, the high-level system-widepropertiesof necessitymust

emergeasaconsequenceof theper-party, andpair-wise,propertiesachievedandmaintainedby thevarious

parties.Becauseof their mutualautonomy, onecomponent(party4) muststateandunderstandexpectations

andpromises(our guarantees)andtheir behavior (our protocols)in abstracttermsgearedtowardtheneeds

of thecommerceapplicationin questionratherthanin termsof thespeci�c technologyusedto implement

it.

The framework we usein our work re�ects theseconcerns:it is abstractenoughto afford descriptions

independentof the technology, yet detailedenoughto capturethe essentialpropertiesof the Electronic

Commercescenariosunderstudy.

Our work shedslight on thebuilding blocksof electroniccommercetransactionsandtheessentialsof

electroniccommerce,asopposedto descriptionsweddedto speci�c technologies.In this sense,thecontri-

butionsof this paperform a stepin thedirectionof answeringtheneedto systematizethebuilding blocks

of electroniccommercetransactionssothattheirpropertiesbecomemoretransparentandtheir construction

mademoremethodical.

1.1 Protocols,Guarantees,and High-level Properties

We postulatethatECTswork not only becauseof theprotocolsthat theentitiesinvolved in anECT agree

to follow but, perhapsmoreimportantly, becauseof theguaranteesthey give eachotherwhile they execute

theiractionsin conformancewith theseprotocols.

� Protocolsspecifycorrectsequencesof operations,andembodythesemanticsof theapplications.For

4Throughoutthepaperwe indistinctly refer to anElectronicCommercescenarioor system, andto theentitiesinvolved asits

parties, or components; this re�ects thedualusageof commerceandinformationsystems.
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example,aprotocolspeci�cationstatestherequirementthatamerchantshouldarrangeto shipanitem

to a customeronly if a customerhasorderedthat item. Thusprotocolsprecludeincorrectbehaviors

on thepartof thesystem.

� Guaranteesexpressthecommitmentanentity makesto anotherthattheformerwill ful�ll a speci�ed

requestfrom the latter in the future, in spiteof failuresor disruptions. For example,a credit card

authorizationgivenby a bankto a merchant,is (tantamountto) a guaranteegivenby thebankto the

merchant;themerchantcanlaterusetheguaranteeto obtainthemoney thatwasauthorizedwhenthe

guaranteewasgiven. Thusguaranteesensureto their requestorsthatthey cancounton theguarantor

to performsomeactionat their request.Guaranteesareabstractionsthatmake explicit andformalize

anaspectof asystem– theexpectationof futurebehavior – thatis usuallydescribedinformally or, at

worst,silentlyassumed.

� High level propertiesof a systemareachievedby following theprotocolsanddeliveringon theguar-

antees.A typical exampleof a high-level propertymaintainedin an EC scenariois that the correct

amountof money is exchangedfor thecorrectamountandtypeof goods.

Protocolsareenoughto ensurethat the executionsarenot erroneous,but not enoughto ensurethat given

the correctconditions,executionswill succeed.The latter is the role of guarantees.In part, the role of

guaranteesis to yield aggregatehigh-level propertiesfor systemscomposedof autonomousentities,over

which no centralauthoritycanenforcea discipline,but insteadtheresultsmustbebasedon party-to-party

expectations(theguarantees).

This paperconsiderstwo examplesof electroniccommercetransactionsin light of the commitments

(guarantees)betweenthedifferentpartiesin anEC transactionandthestepsthatthey executeaccordingto

rules(protocols)andhow thoseguaranteesandprotocolscanbeusedbothto prove desirablepropertiesin

speci�c EC scenarios(e.g.,theexchangeof goodsfor money), andasa speci�cationof thepropertiesthat

partiesto anECtransactionmustsatisfy.

1.2 Overview of two Electronic CommerceScenarios

Weconsidertwo scenariosrelatedto eachother. The�rst oneis a webauctionECscenario,in which items

aresoldto thehighestbidderin a conventional(English)auction[KF98a, KF98b,LR99]. Thesecondone

is a versionof a webmerchant,whereinretail customersordergoodsover theInternetfor which they pay
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with creditcards.In this overview we presentthemasdistinct,but we laterspecializetheretailerscenario

to accountfor thedetailsof theauctionconcerningtheactualtransactionbetweenaselleranda buyer.

1. The auctionexampleconsistsof a Seller, many Buyers,andan Arbiter. In order to bid, a Buyer

mustoffer a guarantee:if it wins theauction,it will buy the item beingauctioned.TheBuyeroffers

this guaranteeto theArbiter, who guaranteesto theBuyerthat it will not bid over thelimit speci�ed

by the Buyer. In order to offer an item for Auction, the Sellerguaranteesthat it will sell the item

for the bid identi�ed aswinner by the Arbiter. The Arbiter issuesguaranteesto the Sellerandthe

Buyerswhich embodya fair auction: which bids will be accepted,how the winning bid will be

chosen,etc.Wedescribetheauctionin termsof thosepartiesto it, andweusetheArbiter for theweb

auctioncomponent,becausetypically thatcomponentplaysseveralroles,only oneof which is thatof

auctioneer. A Buyeris usuallyrepresentedat theArbiter's systemsby aProxy(whobidsonbehalfof

thebuyer, accordingto predeterminedrulesandlimits); Proxiesin turn interactwith anAuctioneer,

andtheAuctioneerwith aSeller. For ourpurposesweconsideraBuyerandits proxyasone.

2. The retail exampleconsistsof a Merchant,a Customer, a Bank,anda Shipper: the Customerbuys

goodsfrom the Merchantandoffers a credit card to pay for them; the Merchantcon�rms the sale

to theCustomeron obtaininga suitableauthorizationon theCustomer's creditcardfrom theBank,

andhandsover thegoodsto theShipper, whodeliversthemto theCustomer. A salemaynotsucceed

becauseanitemrequestedis outof stock,or becausetheMerchantis unableto secureanauthorization,

or becausetheCustomerbacksoutbeforecon�rming thepurchasewith acreditcard.

Fromthepointof view of theCustomer, its interactionwith theMerchantendsassoonastheMerchant

con�rms that the order hasbeenaccepted– by that con�rmation, the Merchantguaranteesto the

Customerthat the Customerwill receive the goodsit ordered. In turn, the Merchantissuesthat

guaranteeafter receiving a guaranteefrom theBank (a credit cardauthorization)that the Merchant

will beableto chargefor theshippedgoods.

The study of thesetwo scenariosshedslight on the essentialsof ElectronicCommerce,ratherthan

providing descriptionsweddedto speci�c technologies.Wediscussdifferencesandsimilaritiesbetweenthe

examples,andwealso�nd stronganalogiesbetweenECandthemakeupof traditionalDatabaseTransaction

Systems.
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To achieve this, we formally studythesesystemsby preciselystatingtheprotocolsandguaranteesthat

areinvolved.Wealsoanalyzehow thecomponentssubsystemssupportor enforceindividualguaranteesand

protocolspeci�cations.For example,a bankmayissuea chargeauthorizationby committinga transaction

into its databasesystem,ensuringthattheauthorizationandits effectswill persistin spiteof failures.

1.3 Electronic CommerceTransactionsand AdvancedTransactionModels

Thepartiesin ElectronicCommerceengagein activities thatcanbedescribedby work�o ws[CCPP98]or as

long-runningtransactions.In somesense,thespeci�cationsof thesework�o wsor long-runningtransactions

areour protocols. Much work hasbeendonein the areaof Advancedor ExtendedTransactionModels

(ETMs) (for example,see[CR94,DHL90, BOGM91,GHM96, WH93]), in whichsomeof theassumptions

of traditionaldatabasetransactionsare relaxed to accommodatethe needsof other typesof applications,

while preservingsomeof thedesirable(correctnessand)semanticsof DB transactions.

We believe thatalthoughETMs areusefultoolsto characterizeECTs,they arenot suf�cient. We base

ourargumenton theobservationthatwhile ETMsspecifyprotocols,they do notdealwith guarantees.

1.4 Organizationof this paper

The structureof the restof the paperis asfollows. We formally de�ne guaranteesandprotocolsandin-

troducenotationin Section2. Thenwe studytheelectronicauctionsscenarioin depth,characterizingthe

propertiesof eachcomponentandof thesystemasa wholein Section3. Section4 follows with a studyof

the electronicretail scenario,including a discussionof its relationshipwith the auctionscenario.In both

exampleswe statesomepropertiesandshow how guaranteesandprotocolscontribute to proving their va-

lidity. Finally, in Section5 weplacethiswork in thebroadercontext of ElectronicCommerceandExtended

TransactionModels,weshow analogiesbetweentheECscenariosandadatabasetransactionalsystem,and

indicatedirectionsof futurework.

2 De�nitions and Notation

Thissectiondescribestheingredientsof theframework weuseto statetheguarantees,protocols,andsystem

properties.
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High-level systempropertiesspecifytheexpectationsof asystemasawhole.For example,anElectronic

Commercesystemshouldrequirethatmoney alwaysbeexchangedfor goods.

Component-wiseproperties,guaranteesandprotocols, areusefulto decomposethoseexpectationsinto

requirementsoncomponents(parties)of thesystem,andsymmetricallyto show thatgiventhosecomponent-

wiseproperties,desirablehigh-level systempropertieshold for thewhole.

2.1 Predicateson Eventsin a History

We representthebehavior of a systemby consideringoperationsandotherimportanteventswhich change

thestateof thesystemandtheworld; theseeventsform thesystem'shistory. Thehistory
�

of thesystemis

apartialorderonall theevents.

We write predicatesover the eventsin the history using standardnotation. Symbolswith the usual

meaningsare: � (identity), � (logical implication), � (elementbelongsto set),����� (quanti�ersfor all and

thereexists), 	 (suchthat), 
���� (logical andandor), etc. Thesinglearrow symbol 
 denotesprecedence:

E ��
 E � means,shouldbotheventsoccurin thehistory, eventE � precedeseventE � in the(implied)history
�

. We denotethe eventswith their namewritten in small capitals,possiblywith a subscriptto identify

different instancesof the sametype. For example: CLOSE-AUCTION, BID � , BID � areall events. When

necessary, we identify anattributeof aneventby appendingits namewith a dot; for exampleBID �������������

denotesthebuyerassociatedwith the �! #" bid.

We describethebehavior of thesystemvia logical predicates,which specifywhenandhow oneevent

is in�uencedby theoccurrenceof othereventsin thehistory. Eventsmaybefurtherboundto application-

speci�c values:for example,an event signifying a purchasemay have attachedto it valuesthat namethe

itempurchasedandspecifytheitem'sprice.Thesestatementsareformalizedaslogical predicatesonevents

in historyandtheir values.

Weusethecombinationof statementsaboutwhere(or in whichorder)eventsappearin ahistory, andthe

bindingof thevaluesfor eachinstance,to capturethebehavior of asystem,andtheruleson thatbehavior.

2.2 Protocols,Guarantees,High-level Properties

We gave an informal descriptionof protocols,guarantees,andhigher-level propertiesin Section1.1; here

wecharacterizethoseconceptsin depth,andin weshow themin usein Sections3 and4.
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Protocols. Thepurposeof a protocolis to dictatecorrectbehavior, by placingconditionson thepresence

of someeventin thesystem's historyor on theprecedencerelationshipsbetweenevents.Thusaprotocolis

typically speci�edusinglogicalexpressionsinvolving precedenceconstraints.For example:

bid-up �

�

��� BID ��
 BID � � BID � � � ����� ��� BID � � � �������

Thissaysthatanew bid is alwayshigherthanall theprecedingbids.

Guarantees. Thepurposeof aguaranteeis to expressthat,givencertainconditions,somedesirableeffect

(operation)will eventuallyhappenin spiteof intervening failures. This assuranceis a promisegiven by

oneautonomoussystemcomponentto another, and,countingon it, thebene�ciary canin turn offer other

promises,ultimatelyyieldingpropertiesfor thesystemasa whole.

A guaranteeis a predicateof a temporalnature:it statesthat, if a certainoperationis donenow, from

somepoint in the future on, it will be possibleto successfullyinvoke andexecutea speci�ed operation.

We stateguaranteesin the context of understandinghow the componentsof a systeminteractwith each

other, andespeciallyto describetheexpectationsof eachcomponent.In thissense,aguaranteeis apromise

onecomponentmakesto another. Thusa component(therequestor) typically executesanoperationwhose

successresultsin the grantingof a guaranteeby anothercomponent(the guarantor). The lifetime of a

guaranteegoesthroughtheeventsof beinggranted,triggered,bound,anddischarged,in thatorder, although

someeventsmayhappensimultaneously.

First, theguaranteeis granted. This by itself doesnot imply that therequestorwill exercisetheguar-

antee;that is, theguarantormayor maynot have to deliver on its promiseto discharge theguarantee.But,

oncethe guaranteeis triggered, the guarantorwill have to deliver on its promise;however, somedetails

aboutthe“variables”associatedwith theguaranteemaybestill unde�ned. Third, theguaranteeis bound,

at which point all the variablesassociatedwith it have valuesassignedto them. Finally, the guaranteeis

discharged, that is, its promisewill be ful�lled. (Figure1 summarizesthe featuresof guarantees.)To be

concrete,considerthisguaranteefrom theauctionexamplein Section3:

will-ship-item 	�
��
� � REG-SELLER � FIRST-BID � CLOSE-AUCTION 	������������ �����������! � SHIP-ITEM  

ThissaysthatSeller 
 guaranteesto Arbiter � thatit will shipitemto theBuyerassociatedwith thewinning

bid; theguaranteeis grantedat REG-SELLER, triggeredby FIRST-BID, boundat CLOSE-AUCTION, whenA

identi�es thewinning bid andthecorrespondingBuyer, anddischargedat SHIP-ITEM. The templatefor a

guaranteeis then:guarantee-name 	�"#��$%�&$!�('*)&� �
+��-,.�/�-0-'1)&� � GRANT � TRIGGER � BIND � DISCHARGE  
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In termsof eventsandhistoriesthemeaningof theguaranteecanbeexpressedasfollows:

	 GRANT �

�


 TRIGGER �

�

 � 	 DISCHARGE �

�


 	 TRIGGER 
 DISCHARGE   

In temporallogic terms,thiscanbewritten (where
�

is thetemporaloperatoreventually):

GRANT � 	 TRIGGER �

�

DISCHARGE  

In theabove temporalstatement,we have abusednotationfor thesake of brevity: the “predicate”referred

to by eacheventnameE shouldin factbe“ E �

�

”.

Both formulationssay that if the guaranteehasbeengranted,onceit is triggeredit will eventually

be discharged. For simplicity we do not specify the event BIND, which doesnot signi�cantly addto the

semanticsof whethera guaranteeis discharged (BIND speci�es whencertainvaluesassociatedwith the

guaranteewill bebound,andalwaysoccursbetweenTRIGGER andDISCHARGE).

Althoughwe do notaddressall aspectsof guaranteesin thispaper, webrie�y mentionthemhere.

� Guaranteesmayincludeanexpiration(for example,creditcardauthorizationsexpireafterawhile) or

otherclausesfor withdrawal by theguarantor.

� Guaranteesmay allow the requestorto releasethe guarantorfrom a guaranteewhenit is no longer

needed.

� A guaranteemay involve more than two parties: a systemcomponent(requestor)may ask for a

guaranteewhichwill beusedby another(bene�ciary). Also, a componentmayoffer aguaranteethat

is actuallysupportedby another(honorer); thisgenerallyis awayof hidingor abstractingguarantees

betweentheguarantorandthe honorer. For instance,in theauctionexample,theArbiter offers the

SelleraguaranteethatsomeBuyerwill buy if thereis a bid, but this is supportedby guaranteesfrom

Buyersto theArbiter.

� Typically, the guarantorgives somesort of receiptor key to the requestor. For example,when a

merchantobtainsa credit cardauthorizationfrom a bank,the merchantis given an auth-id. When

themerchantlaterwantsto submita chargeon thatcreditcard,it presentstheauth-id to thebankin

orderto validatethecharge.Althoughit is thebank's commitmentthatit will rememberwhatauth-id

standsfor in spiteof failures, it is theresponsibilityof themerchantto safeguardits copy of auth-id

alsoin spiteof failures.

� Eventhoughfor thepurposesof ourdiscussionhereweassumethatguaranteesareeitherdischarged

at mostonce,or theirdischarge is idempotent,this neednotbethecasein general.
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� Quiteoften, thereis an interdependenceamongstguarantees.We have observed examplesin which

a componentmayrely on anotherguaranteein orderto discharge its guarantee.Also, obtainingone

guaranteemayprecluderequestinganother.

parameter description example

���������	��

���

componentthat requeststhe guaranteeor

bene�ts from it, usuallythesame

merchantrequestsanauthorizationfor a credit

cardfor someamount
�

����������

���

componentthatofferstheguaranteeorhonors

it, usuallythesame

bankguaranteesit will paycreditcardchargeit

hadpreviouslyauthorized

GRANT

after the grantevent, the guaranteehasbeen

obtainedby the requestorwho may or may

notuse(trigger)it

sellerregistersfor anauctionandpromisesar-

biter to paycommissionif thereis a sale

TRIGGER
after the trigger event, the guaranteewill be

used

merchantpresentscharge request,with autho-

rizationID

BIND
event after which values of guaranteeare

bound;happensat or aftertriggering
auctionends,de�ning �nal salepricefor item

DISCHARGE
at this event the guaranteeis usedand its

promiseful�lled
sellershipstheitemto thebuyer

Figure1: Characteristicsof aGuarantee

High-level properties. This catch-all“high-level” designationis for propertiesthatcharacterizeasystem

in themostabstractmanner. They arealsohigh-level in that they canbeconstructedfrom guaranteesand

protocols.Wedistinguishbetweentwo groupsof high-level properties:

1. propertiesof abroaderclassof systems(e.g.electroniccommercein general).

An exampleof anelectroniccommerceproperty(wetermit EC invariant)is thatgoodsbeexchanged

for money. Figure2 lists somecommoninvariants,describedby Tygar[Tyg96] asformsof “atomic-

ity.”

2. Propertiesspeci�c to thesystemunderconsideration(e.g.thewebauctionscenario).

An exampleof asystem-speci�cpropertyis theexpectationthatthehighestbidderin anauctionwill

gettheitembeingauctioned.

9



property description example
Money

Atomic
Money is neverdestroyed A cashtransaction,with physicalpreservationof cash

Goods

Atomic

Goods are exchangedfor Money,

andMoney Atomic
A cash-on-deliverypurchase

Certi�ed

Delivery

Bothpartiesverify whatgoodswere

exchanged,andGoodsAtomic
Deliverywith exchangeof cryptocerti�cates

Figure2: ElectronicCommerceInvariants

3 Auctions on the Web

In this sectionwe study an examplebasedon Web Auction sitessuchas eBay.com and Amazon.com,

which, offer supportfor individuals to buy and sell throughsoftware-controlledauctions. Our focus is

on characterizingthis EC scenarioin termsof the expectationsof all the participants,distinguishingits

essentialsfrom particularsof thesupportingtechnology.

Considera simpleauctionscenario,comprisedof a Seller, many Buyers,andanArbiter; for simplicity,

we assumethat itemsareauctionedoneat a time, andwe do not considera separateshippercomponent.

Brie�y , anauctionproceedsasfollows: A Sellerplacesan item for auctionwith theArbiter; this involves

specifyinga few auctionparameters(baseamountat which bidding begins,andoptionally, reserve price,

take-it price,whetherthere's a �rst-bidder discount,auctionduration,etc.). Prospective bidders(theBuy-

ers)register themselveswith the Arbiter; this involvespromisingto buy any item whoseauctiona Buyer

wins. TheArbiter openstheauctionasspeci�ed,andproceedsto acceptbidsper thetermsof theauction;

eventually, theArbiter closestheauctionanddeclaresa winning bid (thepriceto bepaidfor theitem),and

a winner (the buyer who placedthe winning bid). Thenthe Sellerandwinning Buyer communicateand

exchangepaymentfor theitem.

In therestof thissectionweexaminein detailthisWebAuctionscenario.Wedescribeit in termsof the

guaranteesthedifferentpartiesrequestorgrant,andtheprotocolsthey follow. Wealsoidentify thehigh-level

propertiesthathold in thisscenario,bothspeci�c to theWebAuctionandgeneralto ElectronicCommerce.

By showing how theformersupportsthe latter, we decomposethesystemin termsof thepropertiesthat it

mustmaintainin orderto functioncorrectly. In particular, we identify phasesof theelectroniccommerce

transactionthatis aWebAuctionandhow theguaranteesensurethat,pastapointof noreturn,a transaction

is assuredof successfulcompletion.
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3.1 Protocolsfollowed in a WebAuction

Thefollowing speci�estheprotocolsfollowedby thedifferentpartiesto anauction.

� before-open REG-SELLER
�

OPEN-AUCTION

Theremustexist a Sellerregisteredfor thereto beanauction.

� after-close Thefollowing statestheeventsthatcanonly happenaftertheauctioncloses:

CLOSE-AUCTION
�

PAY-BID

CLOSE-AUCTION
�

PAY-COMM

CLOSE-AUCTION
�

SHIP-ITEM

CLOSE-AUCTION
�

GET-ITEM

In our scenario,we requireno orderingamongsteventsPAY-BID, PAY-COMM, SHIP-ITEM, andGET-ITEM. But

if theSellerandtheBuyersettleamongthemselves,asin Amazon.com,PAY-BID
�

SHIP-ITEM musthold too,

plusotherrequirements;seeSection4. Also, hereweassumeperfect,instantshippingin ourmodel(seeSection

3.3). If we consideredtheshipperwewould haveto introduce:SHIP-ITEM
�

GET-ITEM.

� bid-time
���

OPEN-AUCTION
�

BID �

�

CLOSE-AUCTION

All bidshappenbetweenopenandcloseof theauction.

� bid-base
���

BID ��� 	

��

� ������� ������

�

All bidsareabovea predeterminedminimum,the
��� ������

�

.

� bid-up
�������

BID �

�

BID ��� BID ��� 	

��

�����

BID ��� 	

��

���

A new bid is alwayshigherthanall theprecedingbids.

� bid-max
���! #"�$&%�'

BID ()�+*

��, ���

� BID (-� 	

��

����.
"/$&%

� 021�354�687

A Buyeralwaysbidsat mostup to its own self-imposedmaximum.

3.2 Guaranteesfor a WebAuction

Hereweconsidertheguaranteesmadeby thepartiesto eachother. Eachguaranteerepresentsapromiseon

thepartof its guarantorthat it will performin a certainway, maintainingsomepropertyof interestto the

grantee.For example,a Buyerpromisesto buy an item if it is thewinning bidderin that item's auction;a

Sellerpromisesto paya commissionto theArbiter if the item is bid on. We summarizetheguaranteesin

Figure3, andwe elaborateon thedetailsof eachin thetimelineof thenext subsection.
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guaranteename guaranteeinformaldescription

will-open-auction Arbiter will opentheauctionasperagreementwith Seller.

will-close-auction Arbiter promises(to all) to closetheauctionasperagreementwith Seller.

will-id-winner Arbiter will identify for Sellerthewinningbid at thecloseof theauction.

will-ship-item Sellerwill shipitem to Buyerindicatedby Arbiter

will-pay-comm If Arbiter identi�es aBuyerwith a winningbid, Sellerwill paya commissionto Arbiter.

will-get-item Arbiter promisesthatif Buyerwins thebiddingthenBuyerwill gettheitem.

will-pay-bid If Buyerwins thebidding,Buyerwill paywinningbid priceto Seller

Figure3: WebAuctionGuarantees

3.3 Timeline of a WebAuction

Herewe outlinehow a WebAuction proceedsin termsof its signi�cant events,highlighting thegranting,

triggering,bindinganddischarging of guarantees,andtheprotocolsfollowed,by all thepartiesin theauc-

tion. TheWebauctionweconsideris thesimplestonlineversionof anEnglishAuction,in whichbuyersbid

in front of oneanotherduringa certainperiod,andtheauctioneerrecordseachbid, assigningthe(single)

item auctionedto the winning buyer. The winning buyer is the onewho madethe highestbid beforethe

closingof theauction,andthepriceto bepaid is thevalueof thatbid; thesellerpaysa commissionto the

auctioneer. Onlineauctionstypically lastdaysandcloseat theannouncedclosingtime,with someextension

if thereis active bidding. Typically, theauctioncontinuespastits announcedendif therewasany bidding

in the last tenminutes.Also, theauctionwebsitetypically con�atesseveralactorsof theauction,in that it

representstheauctioneer, who takesbidsandde�nesthewinner, andthebuyers,eachof whomhasaproxy

biddingon their behalfat theauctionwebsite,accordingto predeterminedlimits. Thusto avoid confusion

in thesequelwereferto anArbiter astheneutralentitywhich regulatestheprogressof theauction.Seethe

graphicalrepresentationof thetimelineof theauction5 in Figure4.

1. REG-SELLER Seller registersitem with Arbiter for sale,specifyingbasebid, andoptionally reserve price,

take-it price,auctionperiod,etc. Successof theRegistrationgeneratesguaranteesfrom Arbiter
�

to Seller �

andfrom � to
�

:

� will-open-auction �

�

�

�

�

REG-SELLER
�

REG-SELLER
�

REG-SELLER
�

OPEN-AUCTION �

5To reduceclutterweomit guaranteeswill-open-auction andwill-close-auction from Figure4.
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will-get-item(A, B2)

will-pay-bid(B2, A)
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Guarantee Bound

Guarantee Discharged

will-ship-item (S,A)

will-id-winner (A,S)

will-pay-comm (S,A)

will-pay-bid (B1,A)

will-get-item (A,B1)

FI
R

ST
-B

ID

O
PE

N
-A

U
C

T
IO

N

W
IN

N
E

R
-B

ID

R
E

G
-S

E
L

L
E

R

O
PE

N
-A

U
C

T
IO

N

C
L

O
SE

-A
U

C
T

IO
N

PA
Y

-C
O

M
M

timePA
Y

-B
ID

B2 wins

SH
IP

/G
E

T
-I

T
E

M

Figure4: Timelineof aWebAuction
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Arbiter will opentheauctionasperagreementwith Seller.

� will-close-auction �

�

� � ���8�

REG-SELLER
�

OPEN-AUCTION
�

OPEN-AUCTION
�

CLOSE-AUCTION �

Arbiter promises(to all) to closetheauctionasperagreementwith Seller. Thedurationof theauctionis

partof this guarantee,but we donotmake timeexplicit in its description.

� will-id-winner �

�

�

�

�

REG-SELLER
�

FIRST-BID
�

CLOSE-AUCTION ���


 �5��

�

�

�

�

Arbiter will identify the winning bid of the auction,i.e., the Buyer who madethe winning bid andthe

bid's amount ��� 6�� 4�687 �

"	��

��� �

�


 � � 

�

� 	

��

���

� . Theguaranteeis triggeredby the FIRST-BID eventandis

bothboundanddischargedat theeventCLOSE-AUCTION.

We assumefor simplicity that theauctionwill have at leastonebid; � 6�� 4�687 is unde�nedif thereareno

biddersin theauction.

� will-ship-item � �

�

�

�

REG-SELLER
�

FIRST-BID
�

CLOSE-AUCTION ��� 6�� 4�687 �

"���

���

�

�

SHIP-ITEM �

Sellerwill shipitemto thewinningbid Buyer;theguaranteeis triggeredby FIRST-BID but only boundat

CLOSE-AUCTION, whenArbiter identi�es thewinning bid andthecorrespondingBuyer. It is discharged

by theeventSHIP-ITEM.

� will-pay-comm � �

�

�

�

REG-SELLER
�

FIRST-BID
�

CLOSE-AUCTION ���


 �5��

�

� 	

��

���

�

�

PAY-COMM �

Sellerwill paycommissionon thesaleto theArbiter; theguaranteeis triggeredby FIRST-BID but only

boundatCLOSE-AUCTION, whenArbiter identi�es thewinningbid andthecorrespondingitemsaleprice,

from which thecommissionis calculated.It is dischargedat eventPAY-COMM.

Remark:Buyersmustalsoregisterto participatein theauction.For simplicity, weassume(asis oftenthecase)

thataBuyerregistersthe�rst time theBuyerbids.SeeeventBID, below.

2. OPEN-AUCTION Arbiter announcesit is readyto acceptbids.Theguaranteewill-close-auction is triggered.

Remark: For simplicity we omit representingtime explicitly; if we did, Arbiter would guarantee(to Seller)

holdingtheauctionbetweenthetimesspeci�edby Seller. For thepurposesof thisexample,it is enoughto have

theopenandcloseeventsto boundtheoccurrenceof thebid eventsin theauction.

3. BID � . . . BID � Oneor morebidsaremade.Eachbid causesthefollowingguaranteesto begranted(BID �+*

��, ���

is thebuyerwho issuedthebid):

� will-pay-bid � BID �+*

��, ���

,
�

, BID, CLOSE-AUCTION ���


 � � 

�

�+*

��, ���
'

BID � *

��, ���

,

CLOSE-AUCTION ���


 �5��

�

� 	

��

���

� , PAY-BID �

"

promises
�

that it will pay (Seller)if it wins theauction;thebindingat CLOSE-AUCTION statesthe

amountto bepaid.Theguaranteeis dischargedat eventPAY-BID.
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� will-get-item �

�

, BID *

��, ���

, BID, CLOSE-AUCTION ���


 �5��

�

� *

��, ��� '

BID �+*

��, ���

, GET-ITEM �

Arbiter
�

promisesthatif BID �+*

��, ���

wins thebiddingthenit will gettheitem. Theguaranteeis not just

grantedandtriggeredby theevent BID. If BID � *

��, ���

wins, theguaranteeis boundat CLOSE-AUCTION

anddischargedat SHIP-ITEM, which by conventionwe assumeis the sameas GET-ITEM, in order to

abstractaway thebehavior of theshipper.

FIRST-BID: If thisis the�rst bidof theauction,theeventtriggersguaranteeswill-ship-item andwill-pay-comm.

Notation:We abusenotationandwrite FIRST-BID to identify the�rst BID event.

Remark:The�rst bid is a point of no returnfor theSellerandArbiter: from hereon therewill bea sale,anda

commissionwill bepaid,evenif thebuyerandthepricearenotestablishedyet. Weassumethatthereis at least

onebid in eachauctionto keeptheexamplesimple.

4. CLOSE-AUCTION Arbiter closestheauctionasagreedwith theSeller. This eventbindsanddischargesguar-

anteewill-id-winner, asfollows. Arbiter identi�es thewinning bid WINNER-BID (i.e., thewinning Buyerand

theprice),andnoti�es thewinningBuyerandSeller. Arbiter binds �


 � � 

�

to thehighestbid, i.e.,

Let �


 �5� 

�

� *

��, ���
'

BID �

�

"	��

���

, and �


 � � 

�

� 	

��

� �
'

BID �

�

�

�

6��

�

,

where� is suchthat
����� '

� BID �
� 	

��

�����

BID �

� 	

��

���

. We write WINNER-BID to denoteBID � .

Now it is certainthat �


 �5��

�

� *

��, ���

will getitem,Sellerwill getpaid �


 �5��

�

� 	

��

���

.

CLOSE-AUCTION alsobindswill-pay-comm, i.e.,Sellerwill paycommissionfor thesaleto Arbiter.

5. Thefollowing eventsall happenafterCLOSE-AUCTION, but neednotbeorderedwith respectto eachother.

PAY-BID �


 �5��

�

�+*

��, ���

transfersmoney in amount�


 � � 

�

� 	

��

� �

to Seller;thisdischargeswill-pay-bid.

SHIP-ITEM Sellershipsitemto �


 �5��

�

� *

��, ���

, thisdischargesguaranteewill-ship-winner. To keepthe

shipperout of the modelandthe scenariosimple,we assumeperfect,instantshipping,by makingthe

eventsfor shippingandreceiving theitemthesame.

GET-ITEM
'

SHIP-ITEM �


 � � 

�

� *

��, ���

receivesitem shippedby Seller, this dischargesguaranteewill-

get-item.

PAY-COMM Sellerpayscommissionto Arbiter, whichdischargesguaranteewill-pay-comm.

It is interestingto notethatall three(four, but for simplicity weconsidershipandgetto beidentical)eventsare

independentlyassuredto happenby earlierguarantees.In thecaseof Amazon,PAY-ITEM mustprecedeSHIP-

ITEM becausethesellerandbuyermustagreeon theshippingmethodandthereforecost,which is addedto the

purchaseprice. In general,we canremove this precedencerequirementif theshippingcostis parameterized:

for example,thebuyerknows aheadof time all theshippingoptionsandcostsfor the item in question,or the

shippingmaysimplybefree. In this simpleexamplewe ignoretheshippingcosts.
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3.4 WebAuction High-level Properties

As mentionedearlier, therearetwo kindsof high-level properties:theonesthatcharacterizecorrectElec-

tronic Commercesystemsin general– for example,goodsatomicity, and the onesthat characterizethe

correctbehavior of the speci�c ElectronicCommercescenario– for example,the highestbiddergetsthe

item beingauctioned.In this subsectionwe considerthehigh-level propertiesspeci�c to theWebAuction

example. In thenext subsection,we considerthe globalElectronicCommerceInvariantsthathold in this

example.

Wemotivatethesehigh-level propertiesby describingwhateachpartyexpectsof afairly conductedWeb

Auction. After characterizingthewebauctionproperties,we show that they hold asa consequenceof the

guaranteesandprotocolsdescribedbefore.Oneclassof propertiesmatterto all partiesin theauction: for

example,thattheauctionwill end,andthatthereis awell de�nedwinnerandpricefor theitem. Thesecond

classof propertiesareimportantto speci�c parties:for example,theArbiter caresthatif theauctionis held

andthereis abidder, theArbiter will collectthecommission.

Buyer High-level Properties. Informally, abuyerbiddingfor anitemexpectsto either(i) win theauction

andbuy theitematapricelessthanor equalthanits self-imposedmaximumbid; or (ii) losetheauctionand

buy nothinganddisburseno money. Also, buyersexpectfairnessin the auction,i.e., that thewinner and

losersresultpertheusualauctionrules.Herearethehigh-level propertiesfor buyers:

1. If thereis at leastonevalid bid, thereexistsa buyerwhowill win theauction

2. Thebuyerwinnerof theauctionwill gettheitem at thewinningbid price.

3. A buyerwill notpaymorethanits self-imposedmaximumbid.

4. Thebuyerwinnerof theauctionis thehighestbidderat theendof theauction.

In theinterestof space,we justoutlinetheproofsfor thepropertieshere.

Proofoutlineof Property(1): Thesetof bidsis nonemptyand�nite; thebidsareall distinct;thereis thus

a uniquebuyerwhosebid is themaximumin thesetof bids; thatbuyer is thewinnerof theauction.This

argumentholdsfor the incrementalversionof theset– which buyer is thewinnerchangeswith eachnew

bid, but thereis alwaysa winner. That thesetis nonemptycomesfrom thehypothesis- at leastonevalid

bid. Thatall bidsaredistinct(in fact,increasingin magnitude)comesfrom theprotocolbid-up; thus,there
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is exactly onewinner. This coverstheexistenceof a “temporarywinners;” to seethatthethereis a winner

of theauction,wemustrequirethattheauctionend,which �x esthesetof bidsjustdescribedfor good.The

auctionendsbecauseeachbuyerhasamaximumbid; let
�

bethemaximumof thesetof maximumbids–

thentheauctioncannotgobeyondabid of
�

, asthatwouldcontradicttheprotocolbid-max thatall buyers

follow. In facttheauctionmaynot reachthatvaluebecauseit hasa time limit speci�edby theSeller, which

the Arbiter guaranteesto upholdvia its will-close-auction guarantee,but we argueby boundingthebids

becausein somecases(Amazon)theauctionis extendedaslong asthereis a bid in thetenminutesbefore

its announcedend,in which caseauctionsmay lastbeyond thespeci�ed closingtime aslong asthereare

bidders.

Thuswe canformalizethe guaranteesandprotocolsasruleson how the setof bids canbe modi�ed

duringthecourseof theauction.

Proofoutlineof Property(2). It holdsbecausetheArbiter givestheguaranteewill-close-auction, which

saysthat thepricequotedis thatof thewell-de�ned winning bid, andbecausethewinnerhasthewinning

bid by theArbiter's guaranteewill-id-winner.

Property(3) follows trivially from protocolbid-max. Theinterestingpointhereis thatin aWebauction,

thebiddingis conductedby aproxy for eachbuyer;hence,theenforcementof theprotocolbid-max canbe

castasaguaranteetheArbiter offerseachbuyerwhenthey register, andthenthegenerationof bidsis left to

theArbiter. Werethatthecase,thegrantingeventof e.g. will-pay-bid would changeto someREG-BUYER

eventinsteadof thecurrentBID.

Property(4) follows from thebindinganddischarging of guaranteewill-id-winner.

Seller High-level Properties. Informally, a sellerauctioninganitem expectsthattheitem will sell at the

basebid valueor more,andthebuyerwill paythewinningbid price.Speci�cally:

1. If thereis at leastonebid, theitem will besold.

2. Thepricefor theitemwill bethehighestamountbid for it.

3. Theitemwill besoldfor at leastthebasebid amountspeci�edby theseller.

Proofoutlineof High-level Property(1). Wehaveassumedin thisexamplethatthereis atleastonebid in

theauction,to simplify thetreatment,but thepropertyis interestingnonetheless.Thattheitem will besold

meansthata buyerwill payfor it, andthatthesamebuyerwill receive it. Guaranteewill-id-winner assures
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the Seller that sucha buyer (andprice) is well de�ned: �

����� � ����� ������� . The binding of guaranteewill-

ship-item ensurestheitemgoesto �

����� ��� ��� ��� � � . Bothguaranteeswill beeventuallytriggeredandbound

becausethe auctionends(seeparagraphabove) andguaranteewill-close-auction. A similar arguments

shows that �

����� � ����� ������� will payits winningbid, thuscompletingthesale.

Property(2) follows from the semanticsof the binding of will-id-winner at event CLOSE-AUCTION.

Property(3) follows from thebid-base protocol.

Arbiter High-level Properties. Informally, an Arbiter conductingan auctionexpectsthat if thereis at

leastone bid on the item, the item will sell and the Arbiter will collect a commissionfrom the Seller.

Proving thattheArbiter will collectcommissionis analogousto Sellerproperty(1) above.

3.5 GeneralElectronic CommerceProperties

Tygar [Tyg96] identi�es system-widehigh-level propertiesthataredesirablefor all ElectronicCommerce

situations;wecall theminvariants.Thesearethreekindsof invariants,assummarizedin Figure2.

Herewe brie�y indicatehow theseElectronicCommercepropertiesrelateto thehigh-level properties

speci�c to theauction.BothMoney Atomicity andthestrongerGoods Atomicity hold,asfollows. Wecan

assumeMoney Atomicity holdsbecauseof theunderlyingmethodto exchangemoney – whichwehave left

unspeci�edbut assumeit is donewith a correctcredit-cardsystem.(In thenext section,we elaboratethis

aspectof ElectronicCommerceandjustify theassumptionthatgoodsatomicityis supportedwith standard

credit-cardpractices).

ThatGoods Atomicity holdsfollows from theobservationthatat theendof theauctionthereis exactly

oneBuyer 	

�

����� ��� ��� � ��� �! who will transactwith the Seller; the otherBuyerswill not ful�l their will-

pay-bid guaranteesbecausethe trigger of that guaranteeis boundto �

����� � ����� ������� . This is from Buyer

Property(1) above. This settlesthe identi�cation of thebuyer. That themoney getsexchangedfor goods

follows from SellerProperty(1). Thuswehave Goodsatomicityin thisexample.

Ourauctionexampledoesnotprovide for Certi�ed Delivery. Amazon.comoffersaredressmechanism

(for items“materially different” from whatwasadvertised),which coupledwith shippingrecordsis a step

towardsCerti�ed Delivery, albeitusingcompensationafterthefact.

In thenext sectionwediscussanotherElectronicCommercescenario.
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4 Credit Card Purchaseon the Web

Herewe will analyzea scenarioof anonlineMerchantsellingto a Customerwho payswith a creditcard;

a Bank functionsas a trustedthird party for the transferof money, and a Shipperdoesthe transferof

goods.Thatscenarioproceedsthus: Customerbrowses,placesanorderfor goodswith a credit card,and

Merchantchecksstockandobtainscreditcardauthorizationfrom Bank(if eitherfails thesaleis cancelled).

With item in stock and a charge authorizationfrom the Bank (this is the guaranteethe Bank gives the

Merchant),MerchantcanguaranteeCustomerthatthegoodsorderedwill reachtheCustomer;theCustomer

con�rmationof purchasetriggersbothguarantees(delivery, andpayment).Merchantusesits own state(that

goodsare in stock),anda guaranteefrom the Shipperto supportits guaranteeto the Customer, andcan

ship assuredof collectingbecausetheBankguaranteesthat the future credit cardcharge will go through.

Merchantshipsgoodto Customervia Shipper, and thenpresentsits charge authorizationto the Bank to

collect themoney owed. Later theShipperveri�es thedelivery; if thedelivery wereto fail, compensation

mustbeused;for exampleShipperwould refundtheMerchantwho will refundtheBankwho will refund

theCustomer. Theatomicityof theexchangeof goodsfor money thatis obviousto verify in aconventional,

face-to-facecashpurchaseis obtainedherevia amulti-phaseprotocol:Customersuppliescreditcard,Bank

promisesto pay, MerchantShips,thencollects,thenCustomerreceivesgoods.(In this section,
�

stands

for theMerchant,
�

for theCustomer, � for theBank,and 
 for theShipper.) For simplicity, we assume

thata singleBanktakescareof theCustomerandtheMerchant's side;in therealworld, therewould beat

leasttwo banksinvolved,with mutualguaranteesfor thetransferof chargesandpayments.

Notice that this scenariosubsumesa possibleimplementationfor theexchangeof money for goodsin

thecaseof theauction.TheMerchantis theSellerin thatcase,andtheCustomer, theBuyerwho won the

auction.(In particular, in theWebAuctionscenarioasdescribedin Section3, in principleoneneednot get

authorization– Buyergave a guaranteeto Arbiter – or to checkStock–it is in a guaranteethatSellergave

Arbiter to beableto put theitemon auction.)

Generally, the mechanisminvolves credit cardsandbanks. In Amazon.com,for example,oneof the

optionsfor participantsin theauctionis to settletheir transactionsontheirown,andthatis typically doneby

creditcard.Thusthisexampleshows thecomposabilityof ourapproach,in thatit canbeusedacomponent

of thewebauctionexampleto show aparticularimplementationof oneof its portions.

Hereit is interestingto considerthe fateof guaranteesin the faceof failures. For example,thecredit

cardauthorizationissuedby theBank,which guaranteesthata laterchargewill beacceptedandthemoney
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transferred,involvesa“receipt” (anauthorization-id)thattheBankgivestheMerchant.Obviously, theBank

mustkeepits accountsin spiteof failures,andmustremembertheauthorizationandhonorthechargein spite

of interveningfailures.But it is theresponsibilityof theMerchantto save thatreceipt(i.e., to remember, in

spiteof failures,theguaranteegiven,soasto useit later if necessary).This suggeststhatguaranteesat the

BankandtheMerchantmaybeimplementedvia thecommitmentof someinternaldatabasetransactions.

4.1 Protocolsfollowed in Credit Card Purchase

� auth-checked Thefollowing statestheprecedenceorderingof eventsthatconnectedwith theauthorization

beenrequested. Notethattheoutcomeof therequestmaybeyesor no; which pathis takenis not theconcern

of theprotocol,aslongasit is oneof thelegitimatepaths.

GET-AUTH
�

ACCEPT-ORDER

GET-AUTH
�

RESTOCK

� stock Thefollowing statestheprecedenceorderingof eventsrelatedto thereservationof stock,successfulor

not,andthereleaseof stockin caseof cancellationof theorder.

ENTER-ORDER
�

ESCROW-STOCK

ESCROW-STOCK
�

RESTOCK

GET-AUTH
�

REJECT-ORDER

RESTOCK
�

REJECT-ORDER

ESCROW-STOCK
�

ACCEPT-ORDER

� closing Thefollowing statestheprecedenceorderingoneventsrelatedto closingof thetransaction.

ACCEPT-ORDER
�

SHIP-ORDER

SHIP-ORDER
�

CHARGE-ORDER

SHIP-ORDER
�

DELIVER-ORDER

4.2 Guaranteesfor Credit Card Purchase

We list in Figure5 the guaranteesthat concernthe pairwiseexpectationsamongstall the parties. We de-

scribethem in detail as they appearin the timeline subsection,below. However, the completelifecycle

of guaranteeswill-auth-charge andwill-settle-charge, which correspondto the relationshipbetweenthe
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guarantee guaranteeinformaldescription

will-accept-order Merchantwill acceptorderfrom Customer(conditionalonauth.andstock)

will-ship-order Merchantwill shiporderto Customeronceorderaccepted

will-deliver-order ShipperpromisesMerchantShipperwill deliver to Customeronceit is givenorder

will-charge-order BankpromisesMerchantit will processachargethathadbeenauthorized

will-auth-charge BankpromisesCustomerit will authorizechargerequestspertheir contract

will-settle-charge CustomerpromisesBankit will settlecreditcardchargespertheir contract

Figure5: CreditCardPurchaseGuarantees

CustomerandtheBank,will notappearin thetimelinebelow. Becausethatrelationshipis ongoingandlasts

muchlongerthanaspeci�c creditcardpurchase,it wouldbearti�cal to presentall its relevanteventson the

purchasetimeline. We strike a balancebetweencompletenessandsimplicity by describingtheir role even

thoughwedo notshow theirgranting.

4.3 Timeline of a Credit Card Purchase

Thefollowing is a timelineof eventsduringa CreditCardPurchase,but it canalsobeseenasanotherlevel

of detail of the Web Auction example,becausea Selleranda Buyer might closetheir transactionin this

manner. Noticethatin theWebAuction theguaranteesbetweenSellerandArbiter ensuretheavailability of

theitem,andtheguaranteesbetweenBuyerandArbiter ensurethepaymentof thecreditcardcharges.

Thetimelinebelow is onepossibleoutcomeof following theprotocolsabove,whicharesomewhatless

restrictive (e.g.,GET-AUTH andESCROW-STOCK couldhappenconcurrently).

1. ENTER-ORDER Buyersuppliescontact,shipping,andcreditcardinformation,andcon�rms it wantsto buy the

item. Theguaranteesgrantedat this eventare:

� will-accept-order �

�
��� �

ENTER-ORDER
�

� GET-AUTH ����� � ESCROW-AUTH ����� �

� �

SHIP-ORDER �

� will-ship-order �

�
�	� �

ENTER-ORDER
�

ACCEPT-ORDER
� �

SHIP-ORDER �

2. ESCROW-STOCK Merchantveri�es that thereis stockon handto ful�ll the order. If OK, this is part of the

triggeringof will-accept-order.

If stockis notavailable,Merchantnoti�es Customerandthetransactionendswithoutasaleor acharge.In this

timelinewe assumethatGET-AUTH happensonly aftersuccessfullyobtainingstock.
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3. GET-AUTH MerchantcontactsBank with Customer's credit card dataand total order amount(item price +

shippingcosts).If thecreditauthorizationis denied,Merchantnoti�es Customer, releasestheitem backto the

availablestock,andthetransactionendswithout a saleor a charge; that is accomplishedby skippingto event

RESTOCK in thetimeline.

If thecreditauthorizationis granted,BankprovidesMerchantwith auth-id, whichembodiesBank'spromiseto

transferfundsup to theauthorizedamountto MerchantuponMerchant's laterrequest.Theguaranteegranted

is:

� will-charge-order �

" � � �

GET-AUTH �

��� �

SHIP-ORDER
� �

CHARGE-ORDER �

Thesuccessof theauthorization(coupledwith thatof escrowing stock,whichhappenedbefore,seeabove)also

triggerswill-accept-order. In thesuccessfulcase(stockandauthorizationOK), this is thepoint of no return:

theorderwill be�lled andsent,andcharged,in spiteof interveningfailures.

4. RESTOCK Merchantreleasesthestockit hadreserved,becausefor somereason(e.g. no creditcardauthoriza-

tion) ordercannotbecompleted.Thestockinventoryis updated.

5. REJECT-ORDER Merchantnoti�es Customerthattheorderhasbeenrejected.

6. ACCEPT-ORDER Merchantnoti�es Customerthat the orderhasbeenaccepted;MerchantprovidesCustomer

with theORDER-ID whichembodiestheMerchant'spromiseto shiptheitem. Customercannow “go away,” i.e.,

disconnectfrom Merchant,andbeassuredthat the item will arrive within sometime. This triggersguarantee

will-ship-order. TheMerchantsecuresa guaranteefrom theShipper:

� will-deliver-order �

�
�

�

�

ACCEPT-ORDER
�

SHIP-ORDER
�

SHIP-ORDER
�

DELIVER-ORDER �

7. SHIP-ORDER Merchantshipsitem to Customervia Shipper;this triggerswill-deliver-order. It alsodischarges

guaranteeswill-accept-order andwill-ship-order.

8. DELIVER-ORDER Customerreceivesorderfrom Shipper. This dischargeswill-deliver-order.

9. CHARGE-ORDER Merchantpresentsauth-idandchargeamountto Bank;Bankveri�es it andtransfersmoney

to Merchant.This dischargesguaranteewill-ship-order

4.4 High-level Property

In this examplewe want to prove GoodsAtomicity, i.e., that goodsget exchangedfor money. We only

outline the proof here: the Bank will get charged exactly if items have beendeliveredbecause(i) will-

charge-order is triggeredby SHIP-ORDER; andso is will-deliver-order. Likewise, theMerchantwill get
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paidfor whatwasordered,becausewill-charge-order is triggeredby SHIP-ORDER. Thetransferof money

betweenthe Customerand the Bank is ensuredby the guaranteewill-settle-charge, whosegrantingis

outsidethetimeline.

The usualreal world implementationof this scenarioby Web merchantis strictly not “goodsatomic”

in that thegoodsmight never be deliveredby theshipper, so thereis an ad-hoca posterioricompensation

(refundvia insurance,shipper, et al.) Thusgoodsreceived implies money disbursed(via the Bank guar-

anteeandMerchant's own protocolof charging at Shippingor later, andShipper's guarantee);andmoney

disbursedimplies goodsreceived in a relaxed manner:a Bank may accepta charge today for goodsthe

Customerwill receive later. Somepackageshippersprovide real-timeon-line veri�cation of delivery, so

MerchantsandBankscould implementstrict goodsatomicityby synchronizingthepackagedelivery with

themoney transfer.

5 Conclusions

The work reportedin this paperhasbeenmotivatedby a needto develop a framework that candealwith

ECcomponentsandtheir interactionsprecisely, elucidating:(i) theirbehavioral properties,(ii) their depen-

dencies,(iii) the promisesthey mustkeep,and(iv) the propertiesthesein turn mustsatisfy. We wanted

to focuson the essentialsof electroniccommercetransactions,asopposedto descriptionstied to speci�c

technologies.

To illustratethecapabilitiesof our framework, we took a detailedexampleof anEC scenarioinvolving

electronicauctionson the web, speci�ed the protocolsthat the bidders,the sellers,and the arbitermust

follow andalsothe guaranteesthat they dependon eachotherfor. The speci�cationsof theseguarantees

andprotocolswereusedto demonstartethecorrectnessof higherlevel auction-speci�cpropertiesaswell as

EC in general.

We alsoelaborateduponthemonetaryandgoodexchangeaspectsof theauctionscenario[Tyg96] by

examiningthedetailsof theprotocolsandguaranteesinvolved in creditcardauthorzationsin anelectronic

retail scenario.

Thesetwo examplestogetherindicatethat our framework is fairly generalin scope,leadsto intuitive

speci�cationswithout referenceto underlyingimplementation/technology, andlendsitself to analysis.Our

prior work on applying a preliminary form of this framework to mobile transactionsalso atteststo this
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generality[PR99].

Finally, sucha formalizationrevealssomeof the interestingcharacteristicsof electroniccommerce

interactionsin general.For example,any commercialtransactionseemsto have two phases:“matching”

and“closing.” Matchingis theprocessof identifying partnersfor the transaction,generallya buyer anda

seller, establishingguaranteesto possibletransactionpartners(possiblythroughthird parties,suchascredit-

cardcompaniesor auctionhouses)to make theclosingpossible.Closingbeginswith theclosingof a deal,

followed by the actualexchangeof goodsfor money. Of interestto us is the fact that thereis a point-of-

no-return,the “closing point” (a commit point, in traditional transactionterms),at which the restof the

transactionis ensuredto �nish.

From a transactionalviewpoint, an EC systemis characterizedby the conditionsnecessaryfor each

party to reachthe closingpoint, what triggersthe closingpoint, andwhat guaranteesandprotocolsmust

be followed throughoutin orderto ensurethat the commercialtransactioncommittedat the closingpoint

�nishes successfully. Theconditions,representedasprotocolsandguarantees,cover bothsafetyproperties

– no wrongbehavior will happen– andlivenessproperties– thesystemwill make progress.

Interestingly, but perhapsnot surprisingly, thefoundationsfor databasetransactionslie in similar guar-

antees,protocols,andproperties.For example,a transactionprocessingsystemfollows theprotocolthat it

will not write theresultof anoperationto disk unlessthe log recordfor thatoperationhasbeenwritten to

disk; thedisk subsystemoffers theguaranteethat if a log recordfor anoperationhasbeenwritten to disk,

that recordwill beavailablelater for retrieval (to (re)dotheoperation),andsuchprotocolsandguarantees

helpin achieving high level propertiessuchasfailureatomicity.

Motivatedby theseparallelswith databasetransactions,thefact thata componentbasesits grantingof

a guaranteeto anotheruponsecuringa guaranteefrom a third, andtherelationshipof re�nementbetween

the auctionandthe credit cardscenario,we will pursuethe formal aspectour work by investigatingthe

compositionalpropertiesof guarantees.

In additionto investigatingtheuseof our framework to embellishspeci�cationsof work�o ws [KR98,

CCPP98] andextendedtransactionmodels[CR94, Elm91, BK91] with the guaranteesneededto satisfy

higher-level requirements,we plan to pursuethe above insight to not only preciselydescribetransaction

systemcomponentsandtheprotocolsthatthey follow [MHL
�

92, SAS99] but alsobringout theguarantees

they offer eachother, thelatteroftennotexplicitly stated.Sincetheseguaranteesunderlietherecoverability

of transactionalsystems,andrecovery is oneof themostdif�cult aspectsof transactionprocessingsystems,

webelieve thereis a lot to begainedby thisendeavour.
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